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ABOUT THE WIRELESS BROADBAND ALLIANCE 

Founded in 2003, the mission of the Wireless Broadband Alliance (WBA) is to champion the 
development of the converged wireless broadband ecosystem through seamless, secure and 
interoperable unlicensed wireless broadband services for delivering outstanding user 
experience. Building on our heritage of NGH and carrier Wi-Fi, WBA will continue to drive and 
support the adoption of Next Generation Wi-Fi services need coexistence and convergence of 
unlicensed and licensed networks across the entire public Wi-Fi ecosystem, including IoT, Big 
Data, Converged Services, Smart Cities, 5G, etc. Today, membership includes major fixed 
operators such as BT, Comcast and Time Warner Cable; seven of the top 10 mobile operator 
groups (by revenue) and leading technology companies such as Cisco, Microsoft, Huawei 
Technologies, Google and Intel. WBA member operators collectively serve more than 3 billion 
subscribers and operate more than 30 million hotspots globally. 
 
The WBA Board includes AT&T, Boingo Wireless, BT, China Telecom, Cisco Systems, Comcast, 
Intel, KT Corporation, Liberty Global, NTT DOCOMO, Orange and Ruckus Wireless. For a 
complete list of current WBA members, please click here. 
 
Follow Wireless Broadband Alliance at:  
www.twitter.com/wballiance  
http://www.facebook.com/WirelessBroadbandAlliance 
http://www.linkedin.com/groups?mostPopular=&gid=50482 

http://www.wballiance.com/join-us/current-members/
http://www.twitter.com/wballiance
http://www.facebook.com/WirelessBroadbandAlliance
http://www.linkedin.com/groups?mostPopular=&gid=50482
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UNDERTAKINGS AND LIMITATION OF LIABILITY 

This Document and all the information contained in this Document is provided on an ‘as is’ basis 
without warranty of any kind, either expressed or implied, including, but not limited to, the 
implied warranties of merchantability, fitness for particular purpose, or non-infringement.  
In addition, the WBA (and all other organisations who may have contributed to this document) 
makes no representations or warranties about the accuracy, completeness, or suitability for any 
purpose of the information. The information may contain technical inaccuracies or 
typographical errors. All liabilities of the WBA (and all other organisations who may have 
contributed to this document) howsoever arising for any such inaccuracies, errors, 
incompleteness, suitability, merchantability, fitness and non-infringement are expressly 
excluded to the fullest extent permitted by law. None of the contributors make any 
representation or offer to license any of their intellectual property rights to the other, or to any 
third party. Nothing in this information or communication shall be relied on by any recipient.  
The WBA also disclaims any responsibility for identifying the existence of or for evaluating the 
applicability of any claimed copyrights, patents, patent applications, or other intellectual 
property rights, and will take no position on the validity or scope of any such rights. The WBA 
takes no position regarding the validity or scope of any intellectual property or other rights that 
might be claimed to pertain to the implementation or use of the technology described in this 
document or the extent to which any license under such rights might or might not be available; 
nor does it represent that it has made any effort to identify any such rights.  
Neither the WBA nor any of the other organisations who may have contributed to this document 
will be liable for loss or damage arising out of or in connection with the use of this information. 
This is a comprehensive limitation of liability that applies to all damages of any kind, including 
(without limitation) compensatory, direct, indirect or consequential damages, loss of data, 
income or profit, loss of or damage to property and claims of third-parties. 
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EXECUTIVE SUMMARY 

Wi-Fi Calling is opening the door for a wide range of opportunities that were previously not commercially viable 
or technically possible. Wi-Fi Calling is going mainstream all around the world. It is no longer a question of if 
operators will deploy it, but when they are deploying it, and its growth and momentum will continue in the 
coming years. 
Wi-Fi Calling allows operators to offer a “Universal Wireless Service” anywhere around the world where users 
have access to Wi-Fi networks. Wi-Fi Access Points with Hotspot 2.0 technology have built in neutral host 
capabilities that allow mobile operators to provide access to mobile core from anywhere in the world that other 
technologies such as MulteFire and Neutral Host are trying to emulate. 
 
Wi-Fi Calling leverages hundreds of millions of readily available Wi-Fi Access Points all around the world. It 
literally turns them into potential cellular towers and extends operators’ networks instantly without operators 
themselves deploying and operating them. 
 
It solves the crucial coverage issues for MNOs in an effective and efficient way anywhere in the world without 
requiring expensive alternative investments in small cells and DAS deployments and operations. 
It offers huge CapEx and OpEx savings and a great customer retention tool for operators. 
 
Wi-Fi calling opens up opportunities to MVNO business models where MSOs or other providers can deliver cost 
effective wireless services by leveraging the Wi-Fi networks owned by themselves and others.  
 
Wi-Fi Calling complements VoLTE: 
 For mobile operators with LTE networks, it uses the same IP Multimedia Subsystem (IMS) core and re-uses 

VoLTE investment.  
 For the user equipment (mobile devices), it uses the same VoLTE IMS stack, the same dialer, address book 

and SMS natively without extra proprietary complexities. 
 With Wi-Fi Calling and VoLTE seamless handover, transparent mobility and service continuity are possible 

and will be predominantly available as VoLTE deployments ramp up. 
 
For users, it provides transparent service with a native dialer and built in mobile device support. When they are 
indoors with limited or no cellular coverage, Wi-Fi Calling gives mobile device users the ability to make and 
receive calls without having to deploy small cells and other alternative options. With Wi-Fi Calling, the users can 
now make and receive calls and send text messages over Wi-Fi networks while traveling abroad without being 
worried about huge roaming charges. 
 
Wi-Fi Calling offers a lot of opportunities, but also brings some challenges with it. 
 
In this study, we look at the business drivers, opportunities and challenges of Wi-Fi Calling. We review various Wi-
Fi Calling business models, Wi-Fi Calling market drivers, Wi-Fi Calling enablement options, and the core 
technologies and solutions such as Hotspot 2.0 and Quality of Service that are currently available to enable and 
deploy Wi-Fi Calling and integrate it with IMS core. The Hotspot 2.0 solution removes the barrier to automatic 
network discovery and connection using EAP-based authentication and enabling a seamless Wi-Fi Calling 
experience while roaming. We also discuss a number of technologies that are being developed in various 
organizations that will help Wi-Fi Calling. 
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We identified a number of gap items and issues that need to be addressed to further help and promote the 
deployment and usage of Wi-Fi Calling. WBA will be initiating the work items to develop end-to-end Wi-Fi Calling 
specifications, standards, certifications and trials, allowing the industry to deliver a scalable, reliable and 
standards-based solution that will significantly improve Wi-Fi Calling service enablement and usage, and help Wi-
Fi Calling to have a service equivalency of its counterpart VoLTE. 
 
Wi-Fi Calling will be a key component of 5G for delivering converged services over any access networks. 
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1 Introduction 

Wi-Fi Calling, also known as voice over Wi-Fi or Voice over Wi-Fi (VoWiFi), is going mainstream all around the 
world. More than 80% of voice calls take place indoors like homes, offices and coffee shops, and indoor 
cellular coverage issues are the top customer complaints for mobile operators. People are within the coverage 
of Wi-Fi networks 80% of the time when they make calls. With readily available Wi-Fi support on mobile 
devices and propagation of Wi-Fi networks everywhere, mobile operators are looking at Wi-Fi Calling as an 
opportunity to address the coverage issues in a cost-efficient and effective way. 

There has been huge interest in Wi-Fi Calling, recently. All major mobile devices and operating systems now 
provide Wi-Fi Calling support natively, and many mobile operators are either already supporting it or working 
on their plan for supporting it globally. Hundreds of millions of “VoWiFi calls” (Wi-Fi Calling) are already going 
over Wi-Fi networks, and users are using it at home, at the office, and while traveling abroad. 

Wi-Fi Calling enables unique use cases and business opportunities for the service providers and allows them to 
come up with new business models such as Wi-Fi only calling, Wi-Fi first calling and cellular first with fall back 
to Wi-Fi Calling, and it is impacting the ecosystem in multiple ways.  

The interest in Wi-Fi Calling has been growing due to the changing market dynamics, customer expectations 
and VoLTE deployment, and the trend is expected to continue in the years to come.  

However, these opportunities come with their own challenges that we need to address within the Wi-Fi Calling 
ecosystem. In this white paper, we examine both the opportunities and challenges of Wi-Fi Calling for the 
operators, vendors and users. In the following sections we discuss (i) the distinct characteristics of Wi-Fi Calling 
and identify what’s within the scope of Wi-Fi Calling versus over-the-top applications, (ii) business drivers and 
market opportunities for Wi-Fi Calling, (iii) the use cases that are supported, (iv) available Wi-Fi Calling 
technologies, (v) business and functional requirements, (vi) related work items in several external 
organizations, (vii) challenges of Wi-Fi Calling, (viii) the gap items we need to address that will help with 
deploying and using Wi-Fi Calling, (ix) results from a survey of operators about Wi-Fi Calling, and (x) highlights 
for the future work needed for Wi-Fi Calling. 

 

2 What’s Wi-Fi Calling? 

Wi-Fi Calling means different things to different people. In this white paper, Wi-Fi Calling refers to the ability to 
use one’s ‘regular’ phone number to make and receive voice/video calls and send text messages over a Wi-Fi 
network using natively built-in dialer support in mobile devices. 

Instead of using your carrier's mobile network connection, users can make or receive calls over a Wi-Fi network, 
which can be a residential, office or any other Wi-Fi network that they can connect to, such as airport or café 
Wi-Fi.  

Wi-Fi Calling is different from over-the-top (OTT) services like Skype, Viber, or other separate applications 
because it is integrated within the mobile device’s “native dialer”. The users will be able to call and text over 
any Wi-Fi network to which they have access, and they do not have to think about which app they need to use 
or if their friends have a particular third party service or application to make the call. Wi-Fi Calling is not a 
separate third-party application that you would need to start specifically to make a call. Wi-Fi Calling is like 
any other regular call and users use their regular phone number when they make calls over Wi-Fi. Because the 



 

   

4 
Report title: Wi-Fi Calling: Opportunities and Challenges towards 5G 
Issue date: 28 June 2016 
Version: 1.0 

Wireless Broadband Alliance Confidential & Proprietary. 
Copyright ©  2016 Wireless Broadband Alliance 

 

service is built-into the mobile device, you don't need to add contacts to a service as you do with third party 
applications. Rather, it is transparent to users whether their call is made over Wi-Fi or cellular networks. Wi-Fi 
callers can call any phone number, mobile or wired line, even if the other caller isn't using a Wi-Fi Calling 
service. 

Wi-Fi Calling has been around for a number of years and has been implemented in various ways, including 
proprietary mechanisms and over-the-top (OTT) solutions. Some service providers have been offering Wi-Fi by 
customizing the mobile devices for their networks. A few operators have provided Wi-Fi Calling service by using 
Unlicensed Mobile Access (UMA). There are also proprietary implementations including services from MVNOs 
such as Republic Wireless and Scratch Wireless in the US. 

Operators worldwide are currently launching VoLTE based on the GSMA’s IR.92 and IR.94 profiles. This can be 
extended to Wi-Fi Calling based on GSMA IR.51, IMS over Wi-Fi profile, which is closely aligned with VoLTE. Wi-
Fi Calling uses the same IMS stack on mobile devices and the same IMS elements within the network and 
supports mobility between LTE and Wi-Fi accesses, making the resulting user experience a seamless one.  

There are also different “flavors” of Wi-Fi Calling, with different characteristics. For example, the calls may end 
in an IMS core, at a standalone SIP server/gateway, or on an MSC. The voice session may enter an operator’s 
core network or not. It may use trusted or untrusted Wi-Fi access. The calling service may be integrated into the 
mobile devices native dialer or enabled as a custom tailored mobile solution or a separate application. The 
calls could be seamless or non-seamless when moving between networks. The handoff could work with Circuit-
Switched networks, VoLTE/IMS networks or both. 

While there are so many ways to support Wi-Fi Calling, what’s really changing with Wi-Fi Calling is the mobile 
device's integration into the native dialer and operators’ support for it, and this is the focus area of this white 
paper.  

 

3 Business Drivers and Market Opportunities 

Mobile operators are facing a changing dynamic in terms of how voice and data services are delivered and 
charged. Until a couple years ago, the mobile operators would typically bill their customers based on the voice 
call minutes and number of text messages. But today, many operators around the world are no longer charging 
based on the minutes or number of text messages. They are now moving to all you can use model with 
unlimited voice call and text messages. Hence, when a call goes through a Wi-Fi network instead of their core 
network is no longer a significant concern for them for losing revenues. Therefore, although Wi-Fi calling was 
considered as a threat to their revenue models, it is now seen as a complementary solution. 

 

Also, the international roaming charges would be an important revenue source for the mobile operators. 
However, it has also significantly changed recently. Nowadays, when the users travel to another country, they 
are using over the top applications such as WhatsApp and Skype over Wi-Fi networks to communicate with the 
people back home so that they could avoid the high roaming charges. Therefore, the international roaming 
revenues have become less significant for the mobile operators and offering Wi-Fi Calling service to their 
customers while they are traveling outside the country where they can make and receive calls to home 
without paying extra has become a common practice.  

Additionally, the changing business models and the dynamics introduced by the MVNO players like Republic 
Wireless and Google Fi (Wi-Fi First) are disrupting the market and opening the opportunity for other types of 
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mobile broadband service delivery. Adoption of technologies like Wi-Fi Calling are addressing the challenge of 
providing mobile broadband services at a materially lower cost than 4G or other standard cellular networks, 
and Wi-Fi Calling provides an excellent solution in that: 

 Devices can seamlessly switch from Wi-Fi to cellular and be completely transparent to the users. The 
service can now be delivered in a way that a customer doesn’t know (or care) what network they are on 

 Indoor coverage issue is the top customer complaint for the mobile operators 

 80% of calls are made indoors when people are within Wi-Fi coverage  

 Users understand the cost/value benefits of using Wi-Fi over cellular  

 Users can make and receive calls anywhere in the word without being worried about high roaming 
charges 

 MSOs can leverage their network infrastructure to cost-effectively deploy a Wi-Fi public network 

 Wi-Fi Calling virtually turns Wi-Fi APs to instant cell towers extending the mobile network coverage 

 There is increasingly built-in, native support on devices 

 New standards for Wi-Fi (e.g., 802.11ax) will do more to support “dense” locations and provide higher 
throughput 

 

Additionally, by re-using the IMS core in the infrastructure and IMS stack on user equipment (UEs) for both 
VoLTE and Wi-Fi Calling: 

 Wi-Fi Calling complements VoLTE 

 Video over Wi-Fi (ViWiFi) complements Video over LTE (ViLTE). 

 SMS/MMS over Wi-Fi complements SMS/MMS over cellular. 

ViWiFi is also a natural extension of Wi-Fi Calling, so operators are starting to offer this capability to their 
customers to combat OTT application video calling capabilities. 

VoLTE deployment is one of the business drivers for Wi-Fi Calling, because they both share the same IMS core 
and MNOs can leverage their investment. 

In this document, we look into the key business models Wi-Fi Calling enables including:  

 Wi-Fi First (e.g., MVNO) – An MVNO typically does not own licensed spectrum but provides services by 
establishing a business and/or technical relationship with an MNO to obtain improved access to the 
macro cellular network. An MVNO purchases mobile services wholesale from a partner MNO, which it 
then resells to its customers. In this model, Wi-Fi Calling is preferred first when the user is within a Wi-Fi 
coverage and cellular is used as a fallback option.  

 Wi-Fi fallback (e.g., MNO) – An MNO receives revenue from its customers via a fixed- and usage rate 
subscription models. An MNO delivers mobile service from its core mobile switching network to its 
customers over a 3G or LTE access network using licensed spectrum owned by the MNO. An MNO may 
also provide mobile service over a Wi-Fi access network. In this model, MNO prefers the cellular calling 
first and when there is either coverage issue with cellular it falls-back to Wi-Fi Calling. 
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 Wi-Fi only (e.g., MSO) – A Wi-Fi only service provider offers Wi-Fi Calling only over Wi-Fi networks and 
no cellular calling is provided when outside of Wi-Fi coverage. 

 

4 Wi-Fi Calling Use Cases 

This section provides an overview of some key Wi-Fi Calling use cases. 

4.1 Wi-Fi Calling at Home for Coverage Extension 

Josh lives in a house that is over 150 years old with 50cm thick stone exterior walls. The house is on a hillside 
and in the radio coverage shadow of the cellular mast on the same hill. His cellular signal strength is poor and 
he often cannot make or receive calls on the cellular network. Josh’s property is served by a good internet 
connection. The internet connection router/modem delivers service to the property using Wi-Fi Access Points so 
that there is good internet service throughout the house. Josh uses the Wi-Fi connection on his smartphone for 
data download and to access internet based services. 

Josh’s cellular provider has launched a Wi-Fi Calling service on its network. Josh’s smartphone has the relevant 
firmware needed to support the service. 

Outbound Calling Case 

When Josh is in his house and he wishes to call one of his work colleagues, George, he picks up his smartphone, 
selects the relevant contact and presses the call button, just as he would when making a mobile call elsewhere. 
The call connects to his colleague George and Josh’s number and associated address book information is 
displayed on George’s smartphone. After a 5 minute conversation, Josh ends the call. George had no indication 
that Josh’s call was made over Wi-Fi and it appeared to be from Josh’s smartphone. 

As Josh’s smartphone was not in cellular coverage, the call was made over Josh’s house’s Wi-Fi network. The 
call is included in Josh’s cellular service provider’s calling plan. 

Inbound Calling Case 

Jake wants to call Josh on his mobile. He dials the number and is connected. Josh is at home where there is no 
cellular coverage but because he has a Wi-Fi Calling service he can receive calls and texts in the same way that 
he can when in cellular coverage. 

Jake has the same experience in calling Josh at home over Wi-Fi as he does calling Josh anywhere else over 
cellular.  

4.2 UE using public Wi-Fi for coverage extension 

Tony works in a company based in central London. He uses the London Underground (Tube) for his commute to 
work. The stations Tony uses on the Tube have a public Wi-Fi service for Internet access. There is no cellular 
coverage in the Underground system so normal cellular calls are not possible. 

Outbound Calling Case 

While waiting for the next Tube train to arrive, Tony uses Wi-Fi Calling to call his work colleague, John, to 
arrange to meet for lunch. 
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As Tony’s smartphone was not in cellular coverage the call was made over the London Underground’s public 
Wi-Fi network. John had no indication that Tony’s call was made over Wi-Fi and it appeared to be from Tony’s 
smartphone. At the end of the month Tony views his monthly invoice on the cellular company’s web site. The 
call is included in Tony’s cellular service provider’s calling plan. 

Inbound Calling Case 

When Tony gets off the underground train he is once again connected to Wi-Fi. He immediately receives a text 
message that was sent to him by his wife while he was in the tunnel. The text was delivered to the phone by Wi 
Fi but neither Tony nor his wife are aware of any difference to a cellular-delivered text.  

4.3 UE in coverage of both cellular and Wi-Fi networks – Wi-Fi Preferred 

Ray is sitting in a coffee shop and is within the coverage of the cellular network, and his UE is also 
authenticated and associated to the coffee shop’s Wi-Fi network. Both networks are available for data 
download as well as voice calls. 

Outbound Calling Case 

Ray has selected the option on his UE for the Wi-Fi network to be preferred. Ray wishes to call one of his work 
colleagues, Josh. He picks up his smartphone, selects the relevant contact and presses the video call button. 
The video call connects to his colleague Josh, and Ray’s number and associated address book information is 
displayed on Josh’s smartphone. However, the video call is made using Wi-Fi as the access network. After a 5-
minute conversation, Josh ends the video call. Josh had no indication that Ray’s call was made over Wi-Fi and it 
appeared to be a video call from Ray’s smartphone. The video call is included in Ray’s cellular service 
provider’s calling plan. 

Inbound Calling Case-1 

A couple of minutes later Josh remembers that he wanted to ask Ray a further question. He calls Ray back on 
his smartphone number. Ray is still in the coffee shop connected to Wi-Fi. Ray receives the call in the normal 
way and neither he nor Josh are aware that the call is actually carried over Wi-Fi in the coffee shop.  

Inbound Calling Case-2 

An hour later Josh remembers that he wanted to ask Ray a further question. He calls Ray back on his 
smartphone number. Ray is still in the coffee shop, but his Wi-Fi login session has timed out. The call is 
delivered over the cellular network. 

4.4 UE in coverage of both cellular and Wi-Fi networks – Cellular Preferred 

Ray is sitting in a coffee shop and is in coverage of the cellular network as well as his UE being authenticated 
and associated to the coffee shop’s Wi-Fi network. Both networks are available for data download as well as 
voice calls. 

Outbound Calling Case 

Ray has not selected the option on his UE for the Wi-Fi network to be preferred. Ray wishes to call one of his 
work colleagues, Josh. He picks up his smartphone, selects the relevant contact and presses the call button. 
The call connects to his colleague Josh, and Ray’s number and associated address book information is 
displayed on Josh’s smartphone. The call is made using the cellular network as the access network. After a 5-
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minute conversation Josh ends the call. To Josh it appeared that Ray’s call was made from Ray’s smartphone. 
The call is included in Ray’s cellular service provider’s calling plan. 

Inbound Calling Case 

A couple of minutes later Josh remembers that he wanted to ask Ray a further question. He calls Ray back on 
his smartphone number. Ray is still in the coffee shop connected to Wi-Fi for data. Ray receives the call in the 
normal way and the call is delivered over cellular. 

4.5 UE in Wi-Fi coverage but moves out of Wi-Fi coverage into cellular network coverage 

Outbound Calling Case-1 

Alison is sitting in a coffee shop and is in coverage of the cellular network as well as her UE being 
authenticated and associated to the coffee shop’s Wi-Fi network. Both networks are available for data 
download as well as voice calls. Alison is making a call over the Wi-Fi network to her spouse. Alison realizes the 
time, picks up her coffee and walks out of the coffee shop to go and catch her bus home, while still talking to 
her spouse on the phone. 

As Alison leaves the coffee shop she goes outside of the coverage of the Wi-Fi network. Her phone detects the 
loss of the Wi-Fi network and the call is seamlessly transferred to the cellular network. Alison does not notice 
the change is service while on her call. 

To Alison’s spouse it appeared that Alison’s call was made from Alison’s smartphone. At the end of the month 
Alison views her monthly invoice on the cellular company’s web site. The call is included in Alison’s cellular 
service provider’s calling plan. 

Outbound Calling Case-2 

Similar to Outbound Calling Case-1, except Alison is making a voice/video call over IMS using the Wi-Fi 
network. As Alison leaves the coffee shop, her phone detects loss of Wi-Fi and seamlessly transfers her call to 
cellular. However, the cellular network happens to be very congested, and Alison’s phone is not allocated 
enough bandwidth to support video. Therefore, the call drops back to voice-only. 

4.6 UE in cellular coverage but moves out of cellular coverage into Wi-Fi network coverage 

Helen is walking down the street towards her usual coffee shop and is in coverage of the cellular network.  
Helen is making a call using the cellular network to her friend Jane. As Helen enters the coffee shop her UE 
automatically authenticates and associates to the Coffee shop’s Wi-Fi network. 

As Helen reaches the counter she goes out of coverage of the cellular network. Her phone detects the loss of 
the cellular network and the call is seamlessly transferred to the Wi-Fi network. Helen and her friend do not 
notice the change in access network while on her call. 

To Jane it appeared that Helen’s call was made from Helen’s smartphone. The call is included in Helen’s 
cellular service provider’s calling plan. 

4.7 UE in cellular coverage moves into Wi-Fi coverage temporarily – Wi-Fi Preferred 

Helen is walking down the street on her way to an appointment. Helen is making a call using the cellular 
network to her friend Jane. As Helen walks past the coffee shop her UE automatically authenticates and 
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associates to the Coffee shop’s Wi-Fi network.  However, since Helen continues walking toward her 
appointment, her phone soon moves out of the coffee shop’s Wi-Fi coverage. The call remains on the cellular 
network throughout; no handover to Wi-Fi is attempted. 

4.8 UE in cellular coverage moves into Wi-Fi coverage for an extended period – Wi-Fi Preferred 

Helen is walking down the street towards her usual coffee shop and is in coverage of the cellular network. 
Helen is making a call using the cellular network to her friend Jane. As Helen enters the coffee shop her UE 
automatically authenticates and associates to the coffee shop’s Wi-Fi network.   

As Helen stands in line waiting to place her order, the phone detects that it has been in Wi-Fi range for an 
extended period (for example, greater than 20 seconds) and that Helen is no longer moving across the Wi-Fi 
serving area. The call is seamlessly transferred to the Wi-Fi network. Helen and her friend do not notice the 
change in access network while on her call. 

To Jane it appeared that Helen’s call was made from Helen’s smartphone. The call is included in Helen’s 
cellular service provider’s calling plan. 

4.9 UE in cellular coverage moves within range of congested Wi-Fi network – Wi-Fi Preferred 

Helen is walking down the street towards her usual coffee shop and is in coverage of the cellular network. 
Helen is making a call using the cellular network to her friend Jane. As Helen enters the coffee shop her UE 
automatically authenticates and associates to the coffee shop’s Wi-Fi network. However, the Wi-Fi network is 
very congested and cannot support Helen’s voice call. Therefore, her phone remains on cellular, and does not 
attempt to handover the voice call to Wi-Fi. 

4.10 UE in cellular coverage moves within range of an open Wi-Fi network – Wi-Fi Preferred 

Helen is walking down the street in an unfamiliar city within coverage of the cellular network. Helen is making 
a call using the cellular network to her friend Jane. Helen enters a new coffee shop for the first time. The coffee 
shop provides Wi-Fi service that routes the user to a web page that requires user input before the phone is 
granted access to the public IP network (e.g., user login prompt, or “terms and conditions” page). The phone 
remains on cellular, and does not attempt to handover the voice call to Wi-Fi until Helen has entered the 
correct information, and the phone has gained access to the public IP network over Wi-Fi. 

4.11 UE in cellular coverage moves within range of Wi-Fi network that does not support ePDG access for IMS 
services – Wi-Fi Preferred 

Helen is commuting to work within coverage of the cellular network. Helen is making a call using the cellular 
network to her friend Jane. When Helen enters the office, her phone connects to the enterprise Wi-Fi network. 
However, the enterprise Firewall blocks access to IMS services. Therefore, the phone remains on cellular, and 
does not attempt to handover the voice call to Wi-Fi. 

4.12 UE out-of cellular coverage moves from one Wi-Fi network to another Wi-Fi network 

Josh lives in an area that has marginal cellular coverage. However, Josh has good in-home Wi-Fi access to the 
internet. In addition, Josh’s service provider provides community Wi-Fi service in his area. While at home, Josh 
initiates a call to a work colleague. Since Josh has no cellular coverage, the call is made over his in-house Wi-Fi 
access network. While the call is in-progress, Josh walks outside. As Josh leaves the house, his phone detects 
loss of his in-house Wi-Fi signal, and so switches to community Wi-Fi. The call is seamlessly handed over to the 
community Wi-Fi network, so that Josh and his colleague notice no interruption in service. 
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4.13 Providing Quality of Experience (QoE) over Wi-Fi 

Use Case-1 

Susan has subscribed to a “premium service” package with her Wi-Fi Calling provider that provides high-quality 
voice and video calling over IMS. Susan arrives at her favorite coffee shop early in the morning when there are 
not many customers, and after buying a coffee she establishes a voice/video call with a friend over the coffee 
shop’s Wi-Fi access network. While she’s on the call, the coffee shop fills up with customers who are using the 
coffee shop’s Wi-Fi to surf the Internet, check email, and listen to Internet radio. The Wi-Fi network becomes 
congested such that Internet access becomes slow, but Helen and her friend notice no change in the voice and 
video quality of their IMS call due to enhanced QoE being provided by the Wi-Fi network. 

Use Case-2 

Same as use case-1, but now, another coffee shop customer, Tom, who is browsing the Internet using the 
congested Wi-Fi network, decides to initiate a voice/video call. Tom has the same premium Wi-Fi voice/video 
plan as Susan. At call setup time, Tom’s phone detects that the Wi-Fi network does not have sufficient 
bandwidth resources to support his voice/video call at the minimum QoE level specified by his plan, and so it 
switches from Wi-Fi to cellular. Tom enjoys the call with the same QoE he’s come to expect.  

4.14 Roaming outside the home country 

Jane is on a business trip outside her cellular provider’s home country. Her smartphone is therefore roaming 
onto a visited network. Jane is in a coffee shop using their Wi-Fi network for data. Jane makes a voice call to 
her manager. 

Outbound Calling Case-1 

Jane’s HSP does not allow the use of Wi-Fi Calling outside its home country. Therefore, despite being connected 
to a Wi-Fi network capable of supporting Wi-Fi Calling, her call is made using the visited network’s cellular 
infrastructure. 

Outbound Calling Case-2 

Jane’s HSP does allow the use of Wi-Fi Calling outside its home country. Therefore, Jane’s call is made using Wi-
Fi Calling using the coffee shop’s Wi-Fi network. 

In both use cases the call is included in Jane’s cellular service provider’s calling plan. 

 

5 Overview of Wi-Fi Calling  

Figure 1 shows a high-level view of the all-IP mobile network architecture defined by 3GPP. At the center of the 
diagram is the Evolved Packet Core (EPC), the 3GPP-defined function that is one of the primary enabling 
technologies for Wi-Fi Calling. The basic purpose of the EPC is to provide IP connectivity between the mobile 
client devices (the UE) and the various Packet Data Networks (PDNs) that provide services to the mobile user; 
PDNs such as the IMS and the Internet.  

The EPC does much more than provide simple connectivity between clients and services. It provides 
authentication and authorization of UE access to the mobile core network. It provides differentiated QoS over 
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the EPC itself, and over LTE and Wi-Fi access networks. And most importantly, it provides IP-layer session 
continuity so that session-related services such as voice calls are maintained when the UE switches from one 
access network to another. 

 

Figure 1.  Overview of the 3GPP IP-based Mobile Network with Wi-Fi access 

5.1 PDN Connection 

A PDN is identified by its Access Point Name (APN). An APN can designate a PDN that is a service, such as the 
Internet, or a service provider’s IMS. An APN can also designate a PDN that is a network, such as a private 
enterprise network. 3GPP uses the term “PDN connection” to describe the IP connection between an 
application such as Wi-Fi Calling in the UE and a PDN. A PDN connection is designated by the identity of the 
two ends of the connection; namely, the IP address assigned to the application in the UE, and the APN of the 
PDN. 

As shown in Figure 2, the PDN connection consists of two types of bearer channels; default bearer channels, 
and dedicated bearer channels. A PDN connection consists of a single default bearer channel and zero or more 
dedicated bearer channels. The default bearer channel is created when the PDN connection is first established, 
and remains in place until the PDN connection is released. Dedicated bearer channels are more dynamic in 
nature, and can be created and deleted during the lifetime of the PDN connection as requested by the UE or 
network.  

The ability to support multiple bearer channels per PDN connection enables different levels of QoS to be 
applied to the bearer traffic carried over the PDN connection. For example, an IMS PDN connection could have 
a permanently connected default bearer channel with a QoS profile suitable for carrying SIP signalling traffic, 
and a dedicated bearer channel created dynamically at call setup time with a different QoS profile suitable for 
carrying RTP voice traffic. 
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Figure 2.  PDN Connection 

5.2 Types of Wi-Fi Calling Client Applications 

A UE supports three types of Wi-Fi Calling applications: 

1. Native Application: 

 Developed and installed by the UE vendor. 

 Integrated with the native phone dialer, address book, and call/message logs. The user sees a 
single (native) dialer. 

 Can access all of the phone’s OS functions, including the ePDG VPN client, and the SIM. 

2. Embedded Application: 

 Developed by the Mobile Network Operator (MNO/MVNO) sponsoring the device. The device 
may be SIM-based (e.g., smartphone) or SIM-less (e.g., tablet, laptop). 

 Installed by device vendor in the device’s system partition, as requested by MNO/MVNO, so 
that it can be integrated with the address book, call message logs, and native dialler. 
Alternatively, the embedded application can implement its own dialer that replaces the 
native dialer. The user sees a single dialer; either native or embedded. 

 Can access a subset of the phone’s OS functions, as permitted by the phone vendor. For 
example, the embedded application can access the default VPN client, but not the ePDG VPN 
client or the SIM. 

3. Downloaded Application: 

 Developed by the mobile service provider (could be an MNO/MVNO, or fixed-line telecom 
service provider). The application is downloaded and installed by the user. 

 Can access only a very restricted set of OS functions, as permitted by the phone vendor. For 
example, the downloaded application can access the default VPN client, but not the native 
dialer, ePDG client, or SIM. Therefore, the downloaded application must implement its own 
dialer. The user sees two dialers; one native, and one downloaded. 
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Figure 3 shows how the three Wi-Fi Calling application types reside in the UE1. The native application can 
access all of the OS services required to support Wi-Fi Calling. The SIM contains the identity information and 
credentials that enable the UE to attach to a 3GPP-compliant EPC. The native dialer provides the user interface 
to the Wi-Fi Calling voice and message services. The Connection Manager selects an available access network, 
and performs the UE procedures for EPC attachment and PDN connection management based on requests 
from the UE and network. For example, during initial attachment, the Wi-Fi Calling app can ask the Connection 
Manager to establish a PDN connection to the IMS APN. The ePDG VPN client establishes the IPsec tunnel over 
untrusted Wi-Fi to the ePDG. 

The embedded Wi-Fi Calling application can take over control of the Native Dialer, so that from the user’s 
perspective there is a single user interface to the Wi-Fi Calling services. The embedded application does not 
have access to the SIM or Connection Manager, and therefore cannot obtain IMS services via a 3GPP-compliant 
EPC. The embedded Wi-Fi Calling application can obtain data access to the internet over LTE or Wi-Fi via the 
Native Data PDN client on the phone. Once it has obtained IP connectivity to the public network over the Data 
PDN, the embedded Wi-Fi Calling application can use the Default VPN client on the phone to establish an IPsec 
tunnel to a special VPN gateway device called the VPN-PDG. The VPN-PDG is similar to an ePDG, but supports 
a non-3GPP extension that enables non-SIM-based authentication between the phone and VPN-PDG (see 
section 5.3.2 for more details). 

The downloaded Wi-Fi Calling application does not have access to the SIM, Native Dialer, or Connection 
Manager. Therefore, the downloaded Wi-Fi Calling application must implement a second dialer, separate from 
the native dialer. This means that the user has two dialers, one to access the vendor-provided native calling 
application, and one to provide access to the downloaded Wi-Fi Calling application. Like the embedded case, 
the downloaded Wi-Fi Calling application does not have access to the SIM or Connection Manager, but can 
obtain data access over LTE or Wi-Fi via the Native Data PDN client on the phone, and can access the Default 
VPN to establish an IPsec tunnel to the VPN-PDG. 

 

Figure 3.  Types of Wi-Fi Calling Applications 
 

1 The diagram for a SIM-less device such as a laptop or tablet would be similar, except that only the Embedded App and Downloaded App cases 
would apply, and the device would not contain a SIM or Connection Manager, and would not obtain access over LTE. 
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The three types of SIP User Agents may actually be present on a single smartphone, but it is then our 
assumption that each one will register to the IMS using a different public identity (IMPU). When the user 
presses the green button on the smartphone’s native dialler, one of the installed and configured user agents 
will be used to perform the Mobile Originating Call. This is typically controlled by a local setting in the phone. 

5.3 Wi-Fi Calling Deployment Options 

This document describes the architectures for three different deployment options for IMS-based Wi-Fi Calling: 

1) 3GPP-compliant SIM-based Deployment Option  

Wi-Fi Calling service is provided by the IMS over the EPC to the native Wi-Fi Calling application installed 
in a SIM-based UE device. The IMS, EPC, and native Wi-Fi Calling application are compliant with the 
procedures defined by 3GPP. This deployment option is described in section 5.3.1. 

2) Non-SIM-based Deployment Option  

Wi-Fi Calling service is provided by the IMS via the EPC to an embedded or downloaded Wi-Fi Calling 
application installed in a UE (the UE may or may not contain a SIM). The IMS is 3GPP-compliant. The EPC 
and embedded/downloaded Wi-Fi Calling application are 3GPP-compliant, with the exception that the 
EPC supports a non-3GPP extension that enables it to authenticate the Wi-Fi Calling application using 
non-SIM-based authentication. This deployment option is described in section 5.3.3. 

3) Non-EPC Deployment Option 

As in the Non-SIM-based deployment model, Wi-Fi Calling is provided by a 3GPP-compliant IMS to an 
embedded or downloaded Wi-Fi Calling application installed in the UE. However, in this case the Wi-Fi 
Calling application accesses the IMS directly, without using the services of an EPC. This deployment 
option is described in section 5.3.4. 

These deployment options can address different market segments, although this section is more focused 
on describing the technical highlights of each option. 

5.3.1 3GPP-compliant SIM-based Deployment Option 

This clause presents the main aspects related to the support of Voice over IMS over Wi-Fi as based on the 
current 3GPP and GSMA specifications. The intention is not to provide a guideline for implementation, but to 
highlight the main functionalities and features supported and required, and indicating where possible the 
references to the specifications that the reader can consider for a deeper analysis and consideration for 
deployment. The challenges for supporting voice over Wi-Fi are later described in chapter 9. 

Figure 4 shows the 3GPP-compliant deployment option, where a native Wi-Fi Calling client application gains 
access to the IMS PDN via the EPC using procedures defined by 3GPP. This deployment option is used by MNOs 
and MVNOs to provide Wi-Fi Calling services to 3GPP-compliant UEs (e.g., devices containing a SIM, an IMS-
compatible SIP UA, etc.). Wi-Fi Calling services are delivered to the UE via the IMS PDN, and therefore receive 
all the benefits provided by the EPC, including security, QoS, and IP-layer session continuity. 
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 Figure 4.  3GPP-compliant Deployment Option 

This deployment option has the following characteristics:  

 Uses a Native Wi-Fi Calling client application containing a SIP User Agent that is compliant with 3GPP 
and GSMA specifications, and which is usually integrated within the phone’s native dialler 

 Establishes an IPSec tunnel (IKEv2) over Untrusted Wi-Fi to the ePDG, or a point-to-point link to the 
TWAG over Trusted Wi-Fi for the IMS PDN connection, with USIM-based authentication (EAP-AKA/EAP-
AKA’). Whether there is support for both the Untrusted and Trusted Wi-Fi options (or only one of the two 
options) in the device or network is left to device implementation and operator deployment 
respectively. 

 Supports GSMA IR.92 and 3GPP TS 33.203 §7 compliant IPSec SA (specifically, two SAs; IKE SA plus ESP 
child SA) to the IMS P-CSCF. Uses SIM-based authentication (AKA), when under LTE coverage 

 Supports GSMA IR.51 and 3GPP TS 33.203 §7 compliant IPSec SA (two SAs as above) to the IMS P-CSCF. 
Uses SIM-based authentication (AKA), when under Wi-Fi coverage 

 Supports 3GPP-compliant SIP registration per TS 24.229 to the IMS, which mandates ISIM-based 
authentication (AKA) of the Private Identity (IMPI) and its one or multiple IMS Public Identities (IMPU); 

 Supports IP address preservation for the IMS PDN connection during packet-switched handover 
between Wi-Fi networks or between Wi-Fi and LTE. Therefore, no SIP-level procedures such as 
deregistration/reregistration or media session reconfiguration are required when the phone switches 
from one access network to another; 

 When the device leaves Wi-Fi coverage for an area with 2G/3G coverage the voice call may be 
maintained on 2G/3G Circuit-Switched (CS) if either Circuit-Switched Fall Back (CSFB) or Dual Radio 
Voice Call Continuity (DR-VCC) are supported. 

3GPP has defined the so called VoLTE solution for the support of Voice over LTE network via Packet Switch and 
IMS network.  

3GPP assumes that the User Equipment (UE) is authenticated to the EPC using the USIM credential, while the 
IMS User Agent (UA) is authenticated to the IMS network by the ISIM application. 

In the following, the “3GPP Voice over IMS over Wi-Fi” is called Wi-Fi Calling, synonym of Voice over Wi-Fi 
(VoWiFi) in this document. 
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5.3.1.1 Architecture 

For sake of simplicity, this paper considers the non-roaming scenario where Wi-Fi, mobile, and IMS networks 
are all deployed by the same operator. 

The reference architecture is shown in Figure 5. The figure does not show all the network elements, for 
example the Offline Charging system, but just the basic network functionalities for the support of Wi-Fi Calling. 

The IMS system and the support of IMS over 3GPP has been defined in various specifications, but the main ones 
considered in this white paper as basis for support of Voice over LTE (VoLTE) are: 3GPP TS 23.228 [2] defining 
the IMS system; 3GPP TS 23.279 [3] defining the combination of circuit-switched calls (CS) and the IMS voice 
over packet connection (PDN connection); and 3GPP TS 23.206 [4] and 3GPP TS 23.237 [5] defining the service 
continuity. The IMS support over LTE networks is defined in TS 23.401 [6], and over UTRAN connected to the 4G 
EPC in TS 23.060 [7]. It should be noted that the listed documents are just a few of the stage 2 specifications, 
and the reader is invited to consider 3GPP stage 3 specifications as well as GSMA specifications for more 
details. 

The interworking between the 3GPP network and Wi-Fi is defined in TS 23.402 [8], and in WBA Carrier Wi-Fi 
Guidelines document clause 5.5 available on WBA website here: http://www.wballiance.com/resource-centre/.  

The 3GPP IMS User Agents (UA) can register to IMS via 3GPP PDN connection, consequently the Wi-Fi shall 
support connection to the 3GPP EPC via a Trusted WLAN Access Gateway (TWAG), and Untrusted non-3GPP 
access via an evolved Packet Data Gateway (ePDG). Alternatively 3GPP IMS User Agents (UA) can register to 
IMS directly via the Internet without passing via the Mobile Core network. 

 

Figure 5: Architecture for IMS on 3GPP network and interworking WLAN. 
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The GSMA has defined an interoperability profile based on 3GPP specifications, in particular PRD IR.92 [9], PRD 
IR.94 [10], and PRD IR.51 [11]. 

IR.92 defines a profile for voice over IMS over LTE, and for SMS over IMS and SMS over SGs, by listing a number 
of Evolved Universal Terrestrial Radio Access Network (E-UTRAN), Evolved Packet Core, IMS core, and UE 
features that are considered essential to launch interoperable services. The defined profile is compliant with 
3GPP specifications with its profile scope being the interface between UE and network.  

IR.94 defines an IMS profile by listing a number of Evolved Universal Terrestrial Radio Access Network (E-
UTRAN), Universal Terrestrial Radio Access Network (UTRAN), Evolved Packet Core, IMS core, and User 
Equipment (UE) features which are considered essential to launch interoperable IMS based conversational 
video service. The scope of the profile is the interface between UE and network. 

In addition, the GSMA defined PRD IR.51 with a profile for Wi-Fi Calling: “IMS Profile for Voice, Video and SMS 
over Wi-Fi”. The IP Multimedia Subsystem (IMS) Profile for Voice and Video defines a profile that identifies a 
minimum mandatory set of features which are defined in 3GPP specifications that the UE and network are 
required to implement in order to guarantee interoperable, high quality IMS-based telephony and 
conversational video services over Wi-Fi access. 

5.3.1.2 Protocol stack 

As described above, the IMS services, i.e. the services provided over IMS sessions, require a set of applications 
on the device and on the IMS server side, such as SIP, Codecs, etc. Figure 6 shows a simplified version of the 
user plane protocol stack for supporting IMS services over the 3GPP network, showing the main elements, the 
device, the eNB and the PDN GW. In the IMS network not all the network elements are split apart, but it is 
represented as a single box. The essential point is that an IMS session runs over the IP connection from the UE 
to the PDN GW and to the IMS network. The protocol stack for a UE connected to a Wi-Fi network is shown in 
Figure 7 and Figure 8 for Untrusted and Trusted Wi-Fi respectively. These figures show the Wi-Fi Network with 
the protocol stack at the border of the Wi-Fi-network, since several implementations and deployments are 
possible and the intention is not to mandate a specific one. For example, terminating the tunnel at the WLAN 
Access Controller, or in the WLAN AP. Please note that the figure does not show the scenario of using NAT in a 
WLAN access network. 

For the untrusted Wi-Fi case, the UE has a local IP connectivity in the Wi-Fi network, which is used to establish 
an IPsec tunnel, specifically an IKEv2 tunnel using (U)SIM authentication methods as defined in TS 23.402 and in 
TS 33.402 [12]. The IPsec tunnel enables the establishment of a connection to the mobile network and supports 
the establishment of the PDN Connection, for example the IMS PDN connection. The PDN connection 
represents new IP connectivity where the IMS session will be established and used to provide IMS services. It is 
important to point out that the PDN connection and the kind of traffic which is transported from the UE to the 
ePDG is transparent and not accessible to the Wi-Fi network, since it is tunnelled inside an IPsec tunnel. 

For the trusted WLAN the TWAG represents the first router and the IMS session is transported from the PDN GW 
to the UE. The trusted scenario has different subcases depending on whether Single Connection Mode2, Multi 

 

2 The Single Connection mode is defined in 3GPP Release 12 TS 23.402 as “A communication mode that is capable to support only a single 
connection at a time between a UE and a trusted WLAN (TWAN). This connection can be used either for Non-Seamless WLAN Offload (as defined 
in clause 4.1.5) or for PDN connectivity. The use of the Single Connection mode and the associated parameters of the connection (e.g. for NSWO, 
for PDN connectivity, APN, etc.) can be negotiated during authentication over TWAN.” 
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Connection Mode3 or Transparent Single Connection Mode4 is supported. The mode has different implications 
about IP and Layer 2 connectivity and about the number of PDN connections that can be supported at the same 
time. For example in Single connection mode, only 1 single PDN connection can be supported, i.e., the IMS PDN 
connection or the data PDN connection to the Internet. In Multi connection mode, several PDN connections can 
be supported simultaneously on Wi-Fi. The supported mode mainly depends on the UE and TWAG capability, 
since the UE is connected to the TWAG via a tunnelling mechanism, such as L2TP, GRE or VXLAN [RFC 7348].  

 

Figure 6: Protocol stack for user plane for IMS on 3GPP network 

 

 

3 The Multi Connection Mode is defined in 3GPP Release 12 TS 23.402 as “A communication mode that is capable to support a single or multiple 
connections at a time between a UE and a trusted WLAN. One connection can be used for Non-Seamless WLAN Offload (as defined in clause 
4.1.5) and one or more simultaneous connections can be used for PDN connectivity. The use of the Multi Connection mode can be negotiated 
during authentication over TWAN and the requested PDN connection can be setup with the WLCP protocol for PDN connectivity.” 
4 The Transparent Single Connection mode is defined in 3GPP Release 12 TS 23.402 as “a communication mode between a UE and a trusted 
WLAN (TWAN) where the TWAN may set up non-seamless WLAN offload or an S2a tunnel without explicit request from the UE”. The TSCM is 
compatible with Release 11 SaMOG. 



 

   

19 
Report title: Wi-Fi Calling: Opportunities and Challenges towards 5G 
Issue date: 28 June 2016 
Version: 1.0 

Wireless Broadband Alliance Confidential & Proprietary. 
Copyright ©  2016 Wireless Broadband Alliance 

 

 

Figure 7: Protocol stack for user plane for IMS on untrusted Wi-Fi with GTP on s2b. 

 

 

Figure 8: Protocol stack for user plane for IMS on trusted Wi-Fi with GTP on s2a. 

The IMS connection can be associated to a separate specific PDN connection, so in this case the UE has 1 PDN 
connection dedicated to IMS and 1 PDN connection for internet, or alternatively a single PDN connection can 
be used for both IMS connection and internet. GSMA in IR.51 [11] recommends that UE supports multiple PDN 
connections simultaneously and that support MAPCON (Multi-Access PDN Connectivity). In this scenario, the 
usage of 2 different PDN connections, one for IMS and one for other data traffic towards the Internet, allows 
the UE to decide whether and under which condition the PDN connection for IMS can be moved on to WLAN. 

5.3.1.3 QoS support 

The QoS support in a 3GPP network for IMS services is based on the 3GPP PCC framework defined in TS 23.203 
[13] which associates 3GPP QoS Class Identifiers (QCI) and Allocation & Retention Priority (ARP) values to 
specific traffic identified by a traffic filter (e.g. IP flow filter). The QoS is dynamically assigned to the 3GPP 
Bearer when the Bearer is established. The 3GPP has defined a set of default QoS classes. 
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In the interest of Roaming, the GSM Association has published a mapping table between types of services and 
3GPP QoS Class Identifiers (QCI) and Allocation & Retention Priority (ARP) values: 

QCI Resource Type Priority Packet Delay 
Budget (ms) 

Packet Error 
Loss Rate 

Example Services 

1 

Guaranteed Bit 
Rate 
(GBR) 

2 100 10-2 Conversational Voice 

2 4 150 10-3 Conversational Video ( live 
streaming) 

3 3 50 10-3 Real-time Gaming 

4 5 300 10-6 Non-conversational Video 
(buffered streaming) 

5 

Non-GBR 

1 100 10-6 
IMS Signalling 

6 6 300 10-6 

Video (Buffered Streaming) 
TCP based (e.g. www, e-mail, chat, 
ftp, p2p file sharing, progressive 
video, etc.) 

7 7 100 10-3 Voice, Video (live streaming), 
interactive gaming 

8 8 300 10-6 

“Premium bearer” for video 
(buffered streaming) 
TCP based (e.g. www, e-mail, chat, 
ftp, p2p file sharing, progressive 
video, etc.) 

9 9 300 10-6 

“Default bearer” for video, 
TCP based services etc. for non-
privileged subscribers 

Table 1: QCI and ARP mapping for example services 

The mapping of these QCI values onto transport classes is configurable in the IPMC network elements. In 
general, the mapping of QCI to forwarding classes (DSCP values, P-bits or MPLS-EXP field) on Trusted WLAN 
Access Networks (TWAN) and in the ePDG is left to the implementation or to operator configuration. However, 
GSMA has provided a guideline for the interconnection for roaming purposes, and the Broadband Forum has 
adopted the same guideline for the interworking between mobile network and fixed broadband access in TR-
203 [14], see table 1. 
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5.3.1.4 Access Selection and Traffic Steering 

For the selection of a Wi-Fi network, the WFA has specified in the Passpoint standard [15] the policy for 
selecting a Wi-Fi network among those available around the device. However, in the case of devices supporting 
both Wi-Fi and 3GPP, Passpoint does not allow steering the between the access networks. For addressing this 
need, 3GPP has, in Release 12, defined 2 different features: the ANDSF (Access Network and Discovery 
Function) and the RAN rules. 

ANDSF is defined in TS 23.402, TS 24.302 [16] and TS 24.312 [17]. ANDSF includes several policies:  

 The WLAN UMA 

 (WLAN SP) defines the criteria for the selection of a WLAN such as the location (both 3GPP or WLAN), the 
WLAN status (e.g. the load, the capacity available, etc.) 

 The Inter-System Mobility Policy (ISMP) which defines the rules for routing IP traffic to the preferable 
access technology. This policy is used by devices capable of connecting only over a single radio access 
interface at a given time 

 The Inter-System Routing Policy (ISRP) which defines the criteria for steering the traffic to WLAN or 3GPP, 
and in which condition. This policy is used by devices capable of routing their traffic simultaneously over 
multiple WLAN and 3GPP accesses. The granularity can be per APN or per IP flow in case of support of 
NBIFOM feature (network based IP flow mobility defined in release 13 TS 23.161) and for Non-seamless 
WLAN offload (NSWO) 

The RAN rules are based on an indication sent by the MME to the UE that a PDN Connection can be offloaded 
to the Wi-Fi network. The eNB can provide to the UE the value of RAN assistance parameters that are 
considered when making a decision about whether or not to move a PDN connection to Wi-Fi or 3GPP. For E-
UTRAN the RAN assistance parameters are defined in TS 36.304 [18] and TS 24.312 [17]. How this information is 
provided to the UE by the E-UTRAN is specified in TS 36.331 [19]. For UTRAN the RAN assistance parameters are 
defined in TS 25.304 [20] and TS 24.312 [17] and TS 25.331 [21]. 

It is important to point out that traffic steering decisions using RAN rules are not applicable to non-seamless 
WLAN offload. In addition, in a PLMN the operator can use either ANDSF or RAN rules, not both. 

For traffic steering, a fourth possibility has been defined by GSMA in IR.51 [11], when the UE supports 3GPP 
MAPCON features, i.e. the capability to be simultaneously connected to 3GPP and Non-3GPP access, the IMS 
XCAP client can be configured to give precedence to 3GPP or Wi-Fi access, or for example to allow IMS only 
from 3GPP access network. 

5.3.1.5 ePDG selection for untrusted WLAN 

The ePDG selection procedure enables the selection of an ePDG based on a staticly configured FQDN or IP 
address of an ePDG, or based on a dynamic selection based on the dynamic construction of an FQDN. The 
ePDG selection procedure has been / will be changed in basic principle for roaming, throughout 3GPP releases 
12 to release 14. In releases before Release 12, the roaming procedure gives priority to selection of an ePDG in 
the VPLMN, while in release13, the GSMA requested to also enable the selection of the ePDG in HPLMN. This 
request comes mainly for the scenario when the Home PLMN has deployed a Wi-Fi Calling service, but it is not 
yet support by the Visited PLMN, so the UE should give priority to selection of the ePDG located in the HPLMN. 
In addition some National Regulatory Bodies requested the introduction of the capability of visited country, to 
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mandate a selection of an ePDG in the Visited country for roaming, in order to perform Lawful Interception. It 
should be noted the ePDG can be located in any PLMN in the country (depending on national regulation) and 
the ePDG can even be deployed by or on behalf of the National Authority. In Release 14 the ePDG selection 
procedure will be further improved by fixing some inconsistencies adding the possibility to select an ePDG 
based on the UE’s location detected from the 3GPP network, and for supporting selection for accessing 
Emergency Services. 

In the following sections, we discuss the main principles for ePDG selection defined in Release 13 and proposed 
for Release 14, however due to the broad changes from one release to another interested reader should refer 
to the 3GPP specifications TS 23.402 [8], TS 24.302 and TS 24.312 [17] for each specific release of interest. These 
are available from the 3GPP server for more details.  

5.3.1.5.1 ePDG selection for regular service  

The selection of an ePDG can be based on: 

 an ePDG identifier containing the FQDN or IP address of an ePDG in the HPLMN provided by the 
HPLMN 

 a list, called ePDG Selection Information, containing a prioritized list of PLMNs which are preferred for 
ePDG selection. The list also includes an indication if the selection of an ePDG in a PLMN should be 
based on an FQDN constructed considering the 3GPP Tracking Area Identity (TAI) or 3GPP Location 
Area Identity (LAI) detected by the UE simultaneously connected to 3GPP, or the Operator Identifier (i.e. 
PLMN ID) (see 3GPP TS 23.402 Release 14 clause 4.5.4.4 for more details). The list of PLMNs may include 
the HPLMN 

 an FQDN dynamically constructed using the PLMN ID or 3GPP LAI/TAI detected from the 3GPP network 
to which the UE is attached; 

The wildcard “Any PLMN” can be used to indicate that the ePDG shall be selected from any PLMN the UE is 
attached to via 3GPP access. 

The construction of an FQDN is performed by UE using the PLMN ID the operator enables, to select an ePDG 
via DNS query in the selected PLMN and based on DNS configuration to provide a suitable ePDG (e.g. a 
different ePDG can be provided when different local DNS servers are involved). The usage of the 3GPP TAI/LAI 
detected from the 3GPP network where the UE is located allows selecting an ePDG closer to the UE. This 
information is not available when the UE is out of any 3GPP coverage or has switched off the 3GPP radio (i.e. 
the UE is in airplane mode). In all other cases, even if the data connection is off, usually the UE is connected to 
3G or 2G in order to receive or make phone calls, so the 3GPP PLMN ID and LAI/TAI are available.  

The ePDG selection procedure defined in TS 23.402 clause 4.5.4.4 addresses the regulatory and operator 
requirements described above and it is summarized in the following: 

1. The UE shall attempt to determine the country where it is located using a proprietary, implementation-
specific procedure. If the UE is not able to determine its country the ePDG selection procedure shall 
stop.  

2. If the UE determines to be in its home country, then the UE shall select an ePDG either building the 
FQDN as described above (from PLMN ID or LAI/TAI) or using the ePDG configuration done by the 
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HPLMN (either an ePDG FQDN or an IP address). If the UE is not able to select the ePDG in the HPLMN, 
then the UE shall stop the selection. 

3. If the UE determines it is located in a visited country, and if the UE is registered to 3GPP, the UE shall 
check whether there is an ePDG for this PLMN configured in the ePDG Selection Information list. If the 
UE fails to connect to an ePDG or when the UE is not registered to a 3GPP, or there is no entry 
corresponding to the registered PLMN in the ePDG selection information, then the UE shall perform the 
procedure for DNS-based Discovery of Regulatory Requirements described below. 

The procedure for ePDG Selection with DNS-based Discovery of Regulatory Requirements has been introduced 
to fulfill the requirement of enabling Lawful interception for roaming in a visited country. The procedure is 
defined in TS 23.402 clause 4.5.4.5 and summarized in the following. It should be noted that the UE’s ability to 
determine in which country it is located is a precondition to the procedure. 

In order to determine whether the UE’s location country mandates the selection of an ePDG in that country, the 
UE shall perform a DNS NAPTR (Name Authority Pointer) query, as defined in IETF RFC 2915 [22], and using the 
Visited Country FQDN as specified in 3GPP TS 23.003 with format "epdg.epc.mcc<MCC>.visited-
country.pub.3gppnetwork.org". The MCC used is that detected by the UE when it attached to 3GPP (either 2G, 
3G or 4G). 

1. If the DNS response contains no records with the form 
"epdg.epc.mnc<MNC>.mcc<MCC>.pub.3gppnework.org", then the UE shall determine that the country 
does not mandate to select an ePDG in the country. If the ePDG Selection information list includes one 
or more PLMNs in the visited country then the UE shall select an ePDG, considering each PLMN in 
priority order. If UE fails to connect to any ePDG in the Visited PLMN, the UE shall select an ePDG in the 
HPLMN. Otherwise the UE shall select an ePDG using the configured ePDG identifier, or building an 
FQDN as described above.  

2. If the DNS response contains one or more records in the form mentioned in the previous bullet then the 
UE shall determine that the country mandates selection of an ePDG in the country. Each record in the 
DNS response shall contain the identity of a PLMN in the visited country which may be used for ePDG 
selection. If the UE is registered via 3GPP access to a PLMN which is included in the DNS response, then 
the UE shall select an ePDG in this PLMN. If the UE is not registered to a PLMN or the PLMN with which 
is registered is not included the DNS response then the UE shall select the ePDG in one of the PLMNs 
included in the DNS response, giving priority to PLMNs that also appear in the ePDG selection 
information configuration.  

3. The UE shall stop the ePDG selection if the UE cannot select an ePDG in any of the PLMNs included in 
the DNS response. 

4. The UE shall stop the ePDG selection if the UE does not receive a DNS response. 

The above procedures are based on the assumption that the UEUE does not allow the user to manually 
override the configuration, for example manually configuring an ePDG. In case that this is possible, e.g. via 
device interface or via rooted OS, it may not possible to avoid that the UE selects a specific ePDG. While the 
user could alter the UE configuration, it’s assumed they cannot tamper with the DNS response. Thus, the DNS 
procedure makes sure that only an ePDG in the local country can get selected. In addition the operator owning 
the ePDG may reject the request of the user if it is able to detect that is coming from a country mandating to 
select an ePDG in that country. 
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5.3.1.5.2 ePDG selection for Emergency Service 

The procedure for ePDG selection for supporting Emergency Service (ES) has been introduced in Release 13 
and is being further revised in Release 14. 

When the UE detects that the user requests an Emergency Service using WLAN, the UE shall perform the ePDG 
selection for Emergency Service. If the UE is already connected to an ePDG which indicated the capability to 
support emergency service and it is located in the same country where the UE is currently located, the current 
ePDG can be used to initiate a PDN connection for IMS ES purposes. Otherwise the UE shall start the ePDG 
selection defined for ES. The ePDG selection procedure is based on those for Non-Emergency service with the 
following modification: 

1. a specific ePDG identifier shall be used that is defined to require an ePDG that supports ES. The format 
of the ePDG identifier is defined in 3GPP TS 23.003  

2. a specific FQDN shall be used that identifies the ePDG based on PLMN identity and 3GPP 
Tracking/Location Area Identity with an indication that it is for ES purposes 

3. a DNS query shall be performed to determine whether the country where the UE is located mandates 
the selection of an ePDG in a PLMN within the country, based on an FQDN containing an indication that 
is for ES purposes 

4. if the UE is not equipped with a UICC, the UE shall perform the emergency ePDG selection procedure 
without using any information pre-configured in the UE. 

The exact format of these identifiers for Emergency services is not yet been defined, since this is left to stage 3 
specification.  

5.3.1.6 TWAG selection for trusted WLAN 

In a Trusted WLAN scenario the TWAG shall be the first router on the UE’s path, and is the gateway of the 
WLAN. It is assumed that the UE establish a point-to-point link with the TWAG. In addition the 3GPP procedures 
assume that the TWAG is deployed as part of the WLAN network, so there is no need for a procedure for 
selecting a specific TWAG, since it will be the Gateway present in the Wi-Fi network. 

5.3.1.7 Voice call continuity  

The diagram in Figure 9 lists the standard techniques for in-call handover among Voice over Wi-Fi (VoWiFi / Wi-
Fi Calling (VoWiFi), Voice over LTE (VoLTE) and 2G/3G Circuit-Switched domain. 
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Figure 9: Handover procedure between Wi-Fi Calling, Voice over LTE and 2G/3G Circuit-Switched domain. 

 Wi-Fi Calling to VoLTE 

The TWAG and ePDG extend the EPC allowing the preservation of the IP address(es) of the User Equipment 
(UE) during handovers to/from Wi-Fi anchored to the PDN GW. The IP address(es) preserved is the IP address 
allocated to the UE when the PDN connection was established, for the ePDG this corresponds to the inner IP 
address of the IPsec tunnel, while for the TWAG the IP address is the one assigned after successful EAP-AKA’ 
authentication by TWAG. The handover procedures between 3GPP and WLAN networks for the same PDN 
connection anchored in a PDN GW are defined in TS 23.402 and TS 24.302. 

If the UE IP address is not preserved during handovers then the IMS User Agent and the IMS network need to 
support PS-PS Access Transfer (defined in 3GPP TS 24.237 [24]), namely in-call renegotiation of the transport 
address for media flows in Session Description Protocol (SDP), either through deregistration/reregistration or 
the re-invite procedure (if supported by the remote party). 

 VoLTE to 2G3G CS 

Single Radio Voice Call Continuity (SRVCC aka Single Radio PS-to-CS access transfer) is used, whereby the UA 
calls an STN-SR (Session Transfer Number – Single Radio) at the SCC AS (Session Call Continuity Application 
Server) on the IMS. 

The transfer of IMS service from 3GPP PS to 2G/3G CS and vice-versa does not impact the support of Wi-Fi 
Calling. 

 Wi-Fi Calling to 2G3G CS 

For handover of a Wi-Fi Call from Wi-Fi to 2G/3G CS, GSMA mandates in IR.51 the support of the Dual Radio 
Voice Call Continuity (DRVCC) procedure, defined as “PS-to-CS access transfer Dual Radio”, and the support of 
Session Transfer Number (STN) at the SCC AS, as defined in Release 12 of 3GPP TS 23.237 and 3GPP TS 24.237. 
The UE shall also support DR-VCC. 

5.3.1.8 P-CSCF Selection  

3GPP specification TS 24.229 defines several methods for the selection of P-CSCF (e.g. use DHCP, or 
configuration in UE’s ISIM), but GSMA in IR.51 mandates that the UE and the network shall support the 
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procedure defined in method IV of Annex R.2.2.1 of Release 13 3GPP TS 24.229[1] for P-CSCF selection when UE 
is connected via WLAN. 

For untrusted WLAN, when the UE performs IKEv2 tunnel establishment, the UE shall request the P-CSCF 
address (IPv4 or IPv6 or both) using the signaling IKEv2 Configuration Request message (CFG_REQUEST). The 
network provides the address(es) in the IKEv2 message Configuration Reply message (CFG_REPLY). 

For Trusted WLAN if the single-connection mode is selected, the UE shall indicate the request of P-CSCF 
address(es) (IPv4 or IPv6 or both) during the authentication procedure as part of the EAP-AKA exchange, using 
the Protocol Configuration Options (PCO) message in the Single-connection Mode Request (SCM_REQUEST) 
message. 

For Trusted WLAN if the multi-connection mode is selected, the UE shall indicate the request of P-CSCF 
address(es) (IPv4 or IPv6 or both) during the PDN Connection Establishment procedure, using the Protocol 
Configuration Options (PCO). The network will provide the P-CSCF address(es) in same procedure. 

When a P-CSCF has been selected at IMS registration, this P-CSCF shall be used as long as the IMS registration 
is valid. When the UE is connected to 3GPP and has performed the registration for 3GPP, the methods defined 
in TS 24.229 Annex L.2.2.1 shall be applied. 

5.3.1.9 Emergency Service 

A Smartphone supporting Wi-Fi Calling shall give priority to 3GPP when issuing Emergency Service when the 
UE is connected to both 3GPP and WLAN networks. While the IMS service is provided by a mobile operator who 
already provides the Emergency Service over a 3GPP connection, the support of Emergency Services over Wi-Fi 
presents several challenges, so the usage of the 3GPP network has priority over the Wi-Fi network. 

The support of IMS Emergency Services for Wi-Fi Calling has been defined in 3GPP for Release 13 with the 
limitations described in clause 9.1.5 which are planned to be addressed and solved in Release 14. 

When IMS Emergency services are supported, the UE may provide, during the IMS SIP registration, its known 
location information in the form of BSSID of the WLAN where it is connected, the last 3GPP cell ID information 
or Geographical location with indication of the corresponding age of this information. How the location of the 
user is derived from this information, e.g. from BSSID, is consider outside the scope of 3GPP and left to 
implementation or to national regulation. 

In the case that EAP-AKA/AKA’ authentication is performed for accessing the WLAN, the AAA proxy in the WLAN 
may provide WLAN Access Network Location information to the 3GPP AAA server. This information is stored by 
the 3GPP AAA server and provided to the ePDG at SWm session set-up. The ePDG will provide the information 
to the PDN GW and the PDN GW will forward it to the PCRF during IP-CAN session establishment. Finally P-
CSCF/E-PCSCF will retrieve this information from PCRF. 

In Release 13 the WLAN Access network information shall include the SSID of the access point to which the UE 
is attached and shall include at least one of the following elements: 

 the BSSID (see IEEE Std 802.11-2012 [25]) of the AP to which the UE is attached; 

 civic address information of the AP to which the UE is attached; 
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 line identifier (Logical Access ID see ETSI ES 282 004 [26]) of the access point to which the UE is 
attached. 

In Release 14, the UE may determine its location by using its own implementation-specific means (e.g. by using 
its GPS receiver) or from a Wi-Fi AP, prior to or after association with the AP, by requesting the Civic Location 
ANQP element, the Geospatial Location ANQP element or both as specified in IEEE Std 802.11-2012 and using 
ANQP procedures described in the Wi-Fi Alliance HotSpot 2.0 Release 2 specification. However 3GPP considers 
the information provided by the Wi-Fi network to be less reliable since there is no guarantee that the Wi-Fi AP 
is configured with the correct information, or has not been moved. This is the case especially when the Wi-Fi 
network is not managed by an operator and the UE cannot be sure about which kind of network it is connected 
to. 

When a user uses IMS ESs the UE shall disconnect all Non-IMS PDN connections and establish an Emergency 
Service PDN connection, selecting an ePDG as described in clause 5.3.11.5 

The 3GPP procedures also add the possibility that the Home operator can reject the IMS registration for 
regular services based on location information received by UE, for example, if it comes from an UE located in 
an area or using a Visited operator that does not support IMS ES. 

Release 14 will add the support of Emergency Service for the UE without an IMSI or without a valid IMSI (i.e. an 
IMSI for which authentication fails) matching the principles defined for 3GPP on Wi-Fi. In that scenario the UE 
performs authentication, establishes the PDN connection for ES and performs IMS registration using the IMEI. In 
order to enable access for the UE without a valid IMSI, the operator’s AAA shall be configured to accept the 
request with a UE identity based on IMEI or invalid IMSI for ES purpose. Clearly, this approach is applicable only 
to devices that are 3GPP devices having an IMEI and it is not applicable to other devices, but it should be noted 
that the whole feature described in this clause is applicable to 3GPP devices and other devices are outside the 
scope of 3GPP. In addition, the 3GPP decided not to consider the features present in IEEE 802.11 for supporting 
access for ES purposes from a non-authenticated user, since this is not currently deployed in Wi-Fi and there is 
no guarantee that unmanaged Wi-Fi networks will support this in the future.  

In Release 14, the 3GPP will specify that an UE can determine a list of Emergency numbers from a list 
configured on the device, from the list received when connected to 3GPP network as already specified for 3GPP 
or when attached to WLAN via ANQP from the WLAN AP as defined in IEEE Std 802.11-2012. In Release 14 the 
authentication procedure and the PDN connection establishment will be revised in order to support the above 
extensions. For more details please refer to 3GPP specification TS 24.402. 

The support of the transfer of an IMS emergency call from PS to CS Access Transfer with DR-VCC is only 
supported if the UE has a valid subscription from a 3GPP Release 14 network. The procedures for DR-VCC 
Emergency Session for WLAN are defined in TS 23.237. 

5.3.1.10 Precondition Mechanism 

Precondition is crucial in order to ensure the minimum QoE and QoS will be met for the call, before 
establishing a Wi-Fi Call. 

An extension to the Precondition Mechanism previously known as "integration of resource management and 
SIP" defines the precondition that the participant network is required to reserve network resources before 
continuing with the session in order to ensure the quality of service can be met. The precondition mechanism 
was originally defined in RFC 3312 [41] and updated by RFC 4032 [42].  
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3GPP TS 24.229 [1] specifies the precondition framework for the different use cases, such as UE-terminated and 
UE-originated calls. The 3GPP is also defining the precondition parameters that are needed to ensure the QoS 
for the SIP session. 

5.3.2 Non-SIM-based Deployment Option  

The non-SIM-based deployment option is used to deliver Wi-Fi Calling services to client applications that don’t 
support SIM-based authentication, either because the client device doesn’t have a SIM, or because the client 
application is a non-native application that doesn’t have access to the SIM. The non-SIM-based deployment 
option can enable a number of different service use cases. For example, an MNO or MVNO that provides Wi-Fi 
Calling services using the standard 3GPP-compliant deployment option described in section 5.3.1 could use the 
non-SIM-based deployment option to deliver Wi-Fi Calling services to the non-SIM laptops and tablets of its 
mobile users. Or, a fixed-line telecom service provider that does not have a SIM infrastructure could use this 
deployment option to extend its residential and business phone service to both the SIM and non-SIM-based 
devices of its users. (In this case, the SIM-based devices would belong to a separate mobile provider.) 

Client applications that don’t have access to a SIM are still able to interwork with IMS, since a 3GPP-compliant 
IMS supports non-SIM-based authentication mechanisms such as SIP Digest. However, these non-SIM 
applications cannot be supported by a 3GPP-compliant EPC, which, per 3GPP mandate, supports only SIM-
based authentication. Without the security services of the EPC, the IMS P-CSCF is vulnerable to DoS attacks 
received over untrusted Wi-Fi from the global network. It also means that the non-SIM Wi-Fi Calling application 
no longer has the benefit of the IP-layer session continuity provided by the EPC. These issues can be resolved 
by introducing a new non-3GPP VPN Packet Data Gateway device that is like an ePDG in every way except that 
it supports non-SIM-based authentication mechanisms. The VPN Packet Data Gateway (VPN-PDG) can act as a 
security shield to protect the IMS P-CSCF from DoS attacks. The VPN-PDG can also act as the call anchoring 
point in order to provide session continuity as the device switches from one access network to another (e.g., 
from LTE to Wi-Fi). 

5.3.2.1 Deploying the VPN-PDG for Security and Session Continuity 

The VPN-PDG can be deployed in two different ways. In the option shown in Figure 10, the VPN-PDG is inserted 
only when the user’s request for service is from an untrusted source address, e.g., access over untrusted Wi-Fi 
outside the home serving area, or access over LTE of an MNO that has no established relationship with the 
home provider. The Wi-Fi Calling User Agent in the UE has no way of knowing whether its current network 
attachment point will be trusted by the home IMS. Therefore, it first attempts to establish a security association 
(SA) directly with the home P-CSCF, without inserting the VPN-PDG. If the P-CSCF trusts the source address of 
the SA request, it will accept and process it; otherwise it silently ignores the request. If the User Agent fails to 
receive a response to its SA request, then it assumes it is located in an untrusted IP address space of the 
network. In this case it establishes a SA with the trusted VPN-PDG, which then enables the User Agent to gain 
access to the P-CSCF.  
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Figure 10.  VPN-PDG Protects P-CSCF from DoS Attacks 

A second VPN-PDG deployment option is shown in Figure 11. In this case the UE Wi-Fi Calling User Agent 
always establishes an SA with the VPN-PDG during the attachment process to the IMS PDN. Once the security 
association has been established, the UE establishes an IPsec tunnel to the VPN-PDG. This VPN-PDG 
deployment option both protects the P-CSCF from DoS attacks, and also provides IP-layer session continuity as 

the device moves from one access network to another. 

Figure 11.  VPN-PDG Protects P-CSCF and Provides Session Continuity 

Figure 12 shows a different view of the non-native (embedded or downloaded) Wi-Fi Calling application with 
IP-layer anchor via the VPN-PDG/P-GW. Over Wi-Fi access, the UE establishes an IPsec tunnel directly to the 
VPN-PDG. Over LTE, the native data client in the phone establishes a data PDN connection to the MNO 
providing data service. The non-native Wi-Fi Calling application then establishes an IPsec tunnel over the data 
PDN connection to the VPN-PDG. In this way, calls over LTE and Wi-Fi are both anchored in the Wi-Fi Calling 
provider’s EPC. 
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Figure 12 – Non-native Wi-Fi Calling Application – IP-layer Call Anchor 

Having to manage two mobile service providers with two separate bills does create some complexity for the 
mobile user. This complexity is somewhat mitigated for the embedded Wi-Fi Calling application case, since the 
embedded application can hide the MNO’s native dialer and thus provide the user with a single integrated UI 
to the Wi-Fi Calling voice and message services. 

5.3.2.2 Primary vs. Secondary Dialer 

The non-SIM-based deployment option uses a non-native (embedded or downloaded) client application 
containing a 3GPP-compliant SIP UA. When installed in a non-SIM tablet or laptop, the downloaded application 
must implement its own dialer (since tablets and laptops typically don’t support a native dialer). When installed 
in a SIM-based UE, the embedded client may use the native phone dialer, or it may replace the native dialer 
with its own dialer. Due to restricted access to the OS functions provided by SIM-based UEs, the downloaded 
client must always implement its own separate dialer. 

5.3.2.3 Obtaining IP Connectivity 

For all access network types (LTE, trusted, and untrusted Wi-Fi), the non-native application attempts to obtain 
IP connectivity with the public IP network. For access over LTE or trusted Wi-Fi, connectivity to the public 
network is obtained via the Data PDN of the user’s MNO provider, in which case the user is responsible for any 
charges and fees related to user traffic carried by the 3GPP network. When access is over untrusted Wi-Fi, data 
connectivity to the public network bypasses the EPC of the user’s MNO provider. (Note, the non-native 
application could be installed in a secondary device that obtains LTE access by tethering to a primary SIM-
based UE.) 

Once IP connectivity to the public network has been obtained, there are two sub-cases as described above; one 
where the VPN-PDG is conditionally inserted to protect the P-CSCF from DoS attacks, and one where the VPN-
PDG is always inserted to provide session continuity.  
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5.3.2.4 VPN GW Selection 

The procedure for the selection of the VPN-GW over Wi-Fi is not standardized by 3GPP and it is left to the 
implementation on the device, for example via pre-configuration in the device of the GW IP addresses or FQDN 
or any other proprietary solution. 

5.3.2.5 VPN GW Attachment 

If the VPN-PDG is being used solely to protect the P-CSCF from DoS attacks, then the Wi-Fi Calling client 
application uses the default VPN client to establish an IPsec or TLS SA with the P-CSCF. If the SA attempt to the 
P-CSCF is successful, then: 

 the SIP UA registers with the IMS network using SIP Digest (username/password) or certificate-based 
authentication - a certificate would typically be obtained from the Operator’s or other organization’s 
UE manager;; TLS may be used as an alternative according to IETF RFC 3329 [27];; 

 at this point the attachment process is complete (VPN-PDG not inserted). 

If the VPN-PDG is to be used to provide session continuity, or if the SA establishment to the P-CSCF in step -1 
fails (no response), then the Wi-Fi Calling application uses the default VPN client to establish an IPSec SA to 
the VPN-PDG via X.509 Certificate-based authentication (EAP-TLS over IKE) or username/password (EAP-TTLS 
over IKE). The TLS may however be negotiated according to IETF RFC 3329. Once the IPsec SA has been 
established with the VPN-PDG, the Wi-Fi Calling SIP UA registers with the IMS network using SIP Digest 
(username/password) or certificate-based authentication. At this point the attachment process is complete 
(VPN-PDG inserted). No IPsec or TLS SA is established with the P-CSCF in this case, since the UE already has an 
SA with the VPN-PDG. 

5.3.2.6 Voice Call Continuity 

The device will receive IP-layer session continuity as it moves between access networks served by the MNO’s 
Data PDN connection. If the device moves to an access network not served by the MNO’s Data PDN connection 
(e.g., untrusted Wi-Fi), and the Wi-Fi Calling provider does not deploy a VPN-PDG/P-GW to provide IP-layer 
session continuity, then session continuity will have to be provided by some other mechanism (e.g., SIP-layer 
session continuity). When the device leaves Wi-Fi coverage for an area with 2G/3G coverage the voice call may 
be maintained if Dual Radio Voice Call Continuity (DR-VCC) is supported and the user has a valid mobile 
subscription (SIM card) for accessing to 2G/3G services. 

5.3.3 Non-EPC Deployment Option 

Figure 13 shows the case where a downloaded Wi-Fi Calling client application registers directly with the IMS 
network without inserting any type of VPN Gateway device. In fact the Wi-Fi Calling application does not 
support any EPC-like procedures. In the case of LTE or trusted Wi-Fi access, IP connectivity may traverse the 
data PDN via the EPC deployed by the MNO. In this case, the user is responsible for any charges related to 
carrying user traffic on the 3GPP network. Over untrusted Wi-Fi, IP connectivity bypasses the EPC entirely. Since 
there is no common IP anchor point for all access networks, the mobility anchor resides in the IMS network, 
and session handovers are performed at the application layer. 

Telecom Service Providers could use this deployment option to provide mobile voice and message services to 
their users. Users would download and install the operator-provided mobile client application onto their UEs. 
The client application would have no access to the SIM, and would implement a second dialer, separate from 
the device’s native dialer. 



 

   

32 
Report title: Wi-Fi Calling: Opportunities and Challenges towards 5G 
Issue date: 28 June 2016 
Version: 1.0 

Wireless Broadband Alliance Confidential & Proprietary. 
Copyright ©  2016 Wireless Broadband Alliance 

 

 

Figure 13 – Non-native Wi-Fi Calling Application – Application-layer Call Anchor 

This deployment option has the following characteristics: 

1) The client application does not set up any IPSec SA to the IMS P-CSCF 

2) In the case of a solution based on IMS the registration to the IMS network is performed using SIP Digest 
(username/password). For example, the username may be a UE number (E.164 MSISDN [28]) to which 
the password is texted (SMS-MT) 

3) When the device leaves Wi-Fi coverage in an area with 2G/3G coverage, the downloaded Wi-Fi Calling 
application is able to continue the call on 2G/3G CS via proprietary implementations of DR-VCC; in 
some implementations the network calls the smartphone via CS rather than vice versa. The latest 
versions of mobile client operating systems are starting to provide native support for session handover 
between Wi-Fi and 2G/3G cellular access networks. 

 

6 Wi-Fi Calling Business Requirements  

With the advent of technology that allows the use of unlicensed spectrum for mobile communications, there is 
an exciting opportunity to allow a new set of methodologies leveraging the use of unlicensed spectrum. Using 
Wi-Fi for calling allows for a material cost reduction in delivering a mobile communication service to the 
consumer. This section describes the business requirements needed to fulfil the Wi-Fi Calling service. 

6.1 General Requirements 

6.1.1 Quality of Experience 

BUS-REQ-1 The type of network (3G, 4G, Wi-Fi) that the device is connecting to should be a seamless, 
transparent experience to the customer. 

BUS-REQ-2 The Wi-Fi voice service shall be comparable in quality to the cellular service. If the 
customer is having a bad experience, they will switch off Wi-Fi.  

BUS-REQ-3 Device shall sample Wi-Fi performance to determine the quality experience the customer 
will have. The call will only go out on Wi-Fi if the experience will be a good one.  
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It may be advisable to notify customers if their Wi-Fi is turned off for an extended period of time. 

BUS-REQ-4 Hand off between Wi-Fi to cellular and back to Wi-Fi should not be perceptible to the 
customer. 

BUS-REQ-5 Rules shall be established to prevent excessive switching between cellular and Wi-Fi 
networks. “Ping Ponging” shall be avoided. 

 Switching rules should reflect financial impacts on minimum one minute cellular billing 
increments. 

BUS-REQ-6 Customers should be able to provide their own devices (list of supported devices to be 
supplied). These devices should easily be able to do an OTA reflash, or have the company provide a 
new SIM card, to support Wi-Fi Calling. 

6.1.2 Excessive Cellular Use 

BUS-REQ-7 Customers shall be notified if they have excessive cellular use, or when they are 
approaching the limits on their Wi-Fi Calling plan. Text messaging or other on-device methods shall 
be employed to notify customers that plan limits are being reached.  

 It may be advisable to notify customers if their Wi-Fi is turned off for an extended period of 
time. 

6.1.3 Reporting 

BUS-REQ-8 Internal reporting should include: 

 Data usage (including minutes of use) Daily/Weekly/Monthly/Quarterly 

 By locations (roll up into regions) 

 Device type 

 Top cellular and Wi-Fi SSID locations. Cellular reporting should provide visibility to where 
to build future Wi-Fi hotspot locations. Cellular calling can be used to develop a site 
acquisition roadmap where cost reductions can be the primary driver. 

6.1.4 Device Usage 

BUS-REQ-9 The customer experience using the device should not be dependent on the network it is 
connected to. The experience should be the same. 

 The device shall operate in a consistent fashion. The way a customer looks up a contact 
and then calls them (dialer) shall be the same regardless of the network. 

6.1.5 Billing 

BUS-REQ-10 Customer billing shall include visibility to usage on cellular and Wi-Fi usage. 

 Customer billing shall be clear about Wi-Fi versus cellular usage. Roaming, international 
usage, etc. needs to be separated between Wi-Fi and cellular. 
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6.2 Roaming 

BUS-REQ-11 When executing a roaming agreement, partners should include terms, costs, and 
performance expectations around Wi-Fi Calling. Will this function be supported in the visiting 
network? Can guest users expect a comparable service of performance while roaming on a visitor 
network? Customers roaming to other areas should be informed of any limitations or constraints on 
their Wi-Fi Calling while in that area.  

BUS-REQ-12 When a user wants to use a roaming network, there should be an initial notification that a 
roaming network is being used and the user may be subject to additional charges, usage caps, or 
performance differences.  

BUS-REQ-13 Authentication should be seamless while in the roaming location (after initial notification 
seeBUSBUS-REQ-12). 

6.3 Legal Intercept 

BUS-REQ-14 Roaming partners shall include support for legal intercept for their roaming traffic (in 
accordance with their local laws). For example, US providers shall insure that roaming traffic is in 
compliance with the Communications Assistance for Law Enforcement Act (CALEA).  

6.4 Location/Emergency calling.  

BUS-REQ-15 Crisis dialing should provide immediate connection to the appropriate local emergency 
responders. 

BUS-REQ-16 The emergency responder should also receive location information of the user making the 
Emergency call. 

 

7 Wi-Fi Calling Functional Requirements 

This section documents the functional requirements that shall be supported by the Wi-Fi Calling service. These 
functional requirements reference the architectural model shown (Figure 14). This architectural model 
contains the following entities: 

 This section uses the term “Mobile Service Provider” (MSP) to collectively refer to three different types 
of Wi-Fi Calling service providers; the traditional MNO, the MVNO that obtains cellular access from an 
MNO partner, and the traditional IMS-based telco service provider that obtains cellular access via the 
data PDN of MNOs without establishing an explicit relationship with any MNO. 

 Mobile Services represents the Wi-Fi Calling services that are delivered to users, including real-time 
communications services such as voice and video, message services such as SMS and MMS, and internet 
(data) services.  

 The IP Network provides IP connectivity among the different MSPs and their functional entities. 

 The Access Network provides cellular and Wi-Fi access to the MSP Mobile Services.  

 The UE represents the user’s mobile device. 
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Figure 14: Wi-Fi Calling Service Architectural Model 

7.1 General Service Requirements 

This section describes the overall service aspects of Wi-Fi Calling. 

FUNC-REQ-1. Wi-Fi Calling shall extend user access to mobile services beyond the traditional cellular 
radio network to include access over Wi-Fi. 

FUNC-REQ-2. Wi-Fi Calling shall enable user access over both managed and unmanaged Wi-Fi networks. 
In this context, the term “managed” refers to a Wi-Fi network that is owned and operated by the Wi-Fi 
Calling service provider or one of its trusted partners, while the term “unmanaged” refers to a Wi-Fi 
network that is managed by a 3rd-party service provider that has no established business or trust 
relationship with the Wi-Fi Calling service provider. 

FUNC-REQ-3. Wi-Fi Calling shall enable user access over both open and closed Wi-Fi networks. In the 
case of closed Wi-Fi networks, it is assumed that the UE will provide the proper authentication 
information to the Wi-Fi network (information either stored in the UE or entered by the user). 

FUNC-REQ-4. Wi-Fi Calling shall provide cellular and Wi-Fi access to all mobile services, including real-
time communications services such as voice and video calling, message services such as SMS and 
MMS.  

FUNC-REQ-5. Wi-Fi Calling shall support an integrated service model, where Wi-Fi Calling is an extension 
to and fully integrated with traditional UE services; i.e., the user receives all mobile services from a 
single service provider. The user invokes and receives these mobile services via a single user 
interface (e.g., initiate Wi-Fi Calling voice calls using the native UE dialer). 

FUNC-REQ-6. Wi-Fi Calling should support a non-integrated service model, where the user receives 
mobile services via cellular radio access from a traditional mobile service provider (e.g., an MNO), 
and receives Wi-Fi Calling services from a second service provider. The UE supports a user interface 
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that lets the user select which one of the service providers to use for a specific mobile service 
instance. For example, the user might want to choose a specific service provider based on criteria 
such as minimizing cost or maximizing quality. 

7.1.1 Access Network Discovery and Selection 

This section describes the access network discovery mechanisms and selection criteria.  

FUNC-REQ-7. Wi-Fi Calling shall not modify the already established cellular radio network discovery and 
selection procedures when the UE is outside of Wi-Fi range (i.e., the UE continues to follow 
traditional cellular network procedures when Wi-Fi is not available).  

FUNC-REQ-8. A Wi-Fi Calling UE that is within range of one or more Wi-Fi access networks (in addition to 
zero or more cellular networks) shall include the in-range Wi-Fi network(s) in the access network 
selection process. 

FUNC-REQ-9. Wi-Fi Calling may use any of the following criteria to select an access network: 

 Network availability (e.g., if there is only one in-range access network, then choose that), 

 User preferences (e.g., prefer Wi-Fi over cellular when both are available), 

 Service Provider preferences (e.g., prefer a Wi-Fi network managed by a roaming partner 
over an unmanaged or unknown Wi-Fi network), 

 Access network signal strength (i.e., prefer networks with higher radio signal strength), 

 Access network congestion (i.e., prefer less-congested networks), 

 Access network’s ability to support mobile services (e.g., avoid Wi-Fi networks located 
behind a Firewall that blocks traffic to/from IP ports used in the delivery of mobile 
services), 

 Ability to connect to the Wi-Fi access network without user intervention (e.g., prefer open 
networks, or closed networks where the UE already knows the login info), 

 Based on the speed and direction-of-movement of the UE (e.g., avoid Wi-Fi if the phone is 
moving quickly across the in-range Wi-Fi footprint, and switch from Wi-Fi to cellular if the 
UE starts to move quickly out of the attached Wi-Fi footprint; say the user is riding in a 
moving vehicle), 

 Based on receiving new user requests for mobile services, or in the presence of already 
established mobile services (e.g., move from Wi-Fi to cellular to if it enables 
establishment of a new emergency call, and avoid selecting Wi-Fi if it risks losing an in-
progress emergency call). 

The above list identifies the criteria that can be used in selecting a new access network. The specific set 
of criteria used in the selection process, and the relative weightings assigned to the criteria are based on 
MSP policy. 

FUNC-REQ-10. Wi-Fi Calling shall perform the network selection process as specified above for 
the following cases: 

 When the UE first boots up with the radio settings enabled (e.g., Airplane mode off, Wi-Fi 
enabled), 
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 When the UE radio settings or user preferences that affect access network selection are 
updated by the user, 

 When the UEs detects a change in local access network conditions (e.g., a UE moves within 
range of a new access network, or out-of-range of a currently attached access network). 

7.2 Access Network Attachment  

This section specifies the requirements associated with attaching to a newly selected Wi-Fi access network. 
(The functional requirements associated with cellular access network attachment are defined by 3GPP.) 

In this section, the term “attachment” refers to establishing a connection from the UE to the Wi-Fi Access Point, 
and in addition, to obtaining IP connectivity from the UE through the selected access network to the MSP 
network that is hosting the mobile services 

FUNC-REQ-11. . When the Wi-Fi Calling UE selects a new access network as defined in section 
FUNC-REQ-6, it shall attempt to attach to the newly selected access network. 

This applies whether the UE has selected the access network for the first time, or is already attached to a 
previously selected access network. 

FUNC-REQ-12. When moving from cellular to Wi-Fi or from Wi-Fi to cellular, Wi-Fi Calling shall not 
detach from an available and currently attached access network until the attachment process to the 
newly selected access network has been completed. 

The goal here is to avoid, whenever possible, the situation where the UE is not attached to any access 
network for an extended period. For example, consider the case where the UE selects a new Wi-Fi access 
network, and the attachment process repoints the UE to a registration portal that prompts the user to 
subscribe to Wi-Fi service before being granted access. The UE should not detach from the old cellular 
access network until the user has signed up for and completed the login procedure to the newly selected 
Wi-Fi network.  This make-before-break behavior is only possible when the “moving from” network is 
available. There will be scenarios, such as the abrupt loss of Wi-Fi when moving quickly away from the 
attached Access Point, where break-before-make is the only possible option. 

FUNC-REQ-13. When moving from one Wi-Fi access network to another, Wi-Fi Calling may defer 
detachment from the available and currently attached Wi-Fi network until the attachment process to 
the newly selected Wi-Fi network has been completed. 

The goal here is the same as in REQ-11. The requirement level is reduced to “may” in this case to reflect 
the difficulty of supporting make-before-break when both the moving-from and moving-to networks are 
Wi-Fi. A UE could also avoid the interruption in service that could occur due to the break-before-make 
nature of a direct Wi-Fi-to-Wi-Fi changeover by switching to cellular, if available. 

FUNC-REQ-14. If the attachment process to a newly selected access network fails for some reason, 
and the UE has already detached from the previously connected access network, then Wi-Fi Calling 
shall attempt to select and attach to another available access network. 

For example, the UE could re-attach to the previously connected access network, if it is still available. 

FUNC-REQ-15. When the selected Wi-Fi network requires some form of user input in order to 
complete the attachment process, Wi-Fi Calling shall prompt the user for the information. 

Some examples of user input are:  

 Security key for closed Wi-Fi network, 
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 User sign-up for Wi-Fi service, 

 Username/password login to the Wi-Fi access network, 

 Agreeing to Wi-Fi provider terms and conditions. 

7.3 Voice Call Continuity 

This section specifies the requirements associated with session handover, when an active session is moved from 
one access network to another 

7.3.1 Handover Triggers 

This section specifies the conditions that can trigger session handover. 

FUNC-REQ-16. Wi-Fi Calling shall not modify the already-established cellular radio network 
handover triggers when the UE is outside of Wi-Fi range. 

FUNC-REQ-17. Whenever the attachment process to a new access network is completed Wi-Fi 
Calling shall handover to the new network all sessions that were active on the previously attached 
network.  

7.3.2 Handover Performance 

FUNC-REQ-18. Wi-Fi Calling shall not drop active calls during handover. 

FUNC-REQ-19. Wi-Fi Calling should limit media session interruption during handover between Wi-
Fi networks, or between cellular and Wi-Fi, to the same interval that is supported on handovers 
between cellular networks. 

FUNC-REQ-20. Wi-Fi Calling shall limit media session interruption during handover between Wi-Fi 
networks, or between cellular and Wi-Fi, so that it does not exceed a maximum interval established 
by the MSP. 

FUNC-REQ-21. When session handover occurs, Wi-Fi Calling should maximize QoE to the user 
within the constraints of the service, by adjusting the bandwidth of the session to match the available 
capacity of the newly attached access network. 

For example, if a wideband voice session is downgraded to narrow-band to fit within the bandwidth 
capacity of the access network, then when the session is handed over to a new access network with 
sufficient capacity to support wideband, the session can be upgraded to wideband. 

7.4 Roaming 

FUNC-REQ-22. Wi-Fi Calling shall provide mechanisms that enable a mobile UE to detect whether 
or not it is in-range of access networks managed by its home mobile provider. 

A UE that is not in-range of its home access networks is considered to be roaming. 

FUNC-REQ-23. Wi-Fi Calling shall enable Mobile Service Providers (MSPs) to establish partnership 
agreements among themselves so that a home MSP can apply policies and deliver services to its 
users when they roam into the serving area of a roaming partner. 

For example, the home MSP might want to ensure that its roaming users receive some guaranteed level 
of quality-of-service for voice calls, or might want to provide a special service such as video calling to a 
subset of its roaming users. 
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FUNC-REQ-24. Wi-Fi Calling should minimize end-to-end latency when roaming. 

For example, it is preferable to anchor calls in visited network when roaming. 

7.5 Quality of Service 

This section specifies the Quality of Service requirements for W-Fi Calling.  

7.5.1 Latency, jitter, packet loss, QoS  

FUNC-REQ-25. Wi-Fi Calling shall provide mechanisms that enable an MSP to provide a minimum 
level of QoE to its mobile users. The minimum QoE level per MSP can vary based on MSP policies. 

FUNC-REQ-26. Wi-Fi Calling must maintain the QoE above the minimum level set by MSP policy 
when the UE switches between Wi-Fi and cellular access networks (i.e., for both Wi-Ficellular, and 
cellularWi-Fi handovers). 

For example, if the user subscribes to a service that guarantees support for video calling, and the user 
initiates a video call over cellular, then Wi-Fi Calling must ensure that the video call is maintained when 
the UE switches to Wi-Fi.  

FUNC-REQ-27. Wi-Fi Calling should be capable of providing different levels of QoS to each media 
stream for call sessions that supports multiple media streams. 

FUNC-REQ-28. Wi-Fi Calling shall provide mechanisms to ensure that voice services are delivered 
above a minimum level of QoE set by the MSP when the demands of non-voice traffic on the same 
Wi-Fi access network exceeds the available supply of the network. 

Non-voice traffic would include real-time video, streaming services, and general internet traffic. 

FUNC-REQ-29. Wi-Fi Calling shall not honor new-call requests that would degrade the quality of 
in-progress calls over the same Wi-Fi network below the minimum QoE level set by the MSP.  

If Wi-Fi Calling provides priority to voice over data (say, through priority markings, or by allocating 
bandwidth resources to voice) then it can allow unlimited data access while maintaining voice at an 
acceptable level of QoE. But there is a limit on the number of voice calls that can be supported on a 
given Wi-Fi access network. If Wi-Fi Calling allows the number of voice calls to exceed that limit, then the 
quality of all voice calls over that same network will fall below the minimum QoE level.  

FUNC-REQ-30. When possible, Wi-Fi Calling services shall adjust the bandwidth demands placed 
on the Wi-Fi access network to fit within the available supply, while still providing voice quality 
above the minimum QoE level set by the MSP. 

For example, as traffic demand on the Wi-Fi access network increases, Wi-Fi Calling could drop an 
audio/video call back to audio-only, or lower the bit-rate of an AMR voice codec. 

FUNC-REQ-31. If access network conditions change such that the quality of a voice call drops 
below the minimum QoE level set by the MSP, then the Wi-Fi Calling UE shall attempt to select a new 
access network. 

FUNC-REQ-32. If a new-call request is denied due to lack of capacity in the currently attached 
access network, then the Wi-Fi Calling UE shall attempt to select a new access network. 

7.5.2 Emergency Services 

This section specifies the emergency calling requirements for Wi-Fi Calling. 
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FUNC-REQ-33. Wi-Fi Calling shall provide access to emergency services over Wi-Fi. 

FUNC-REQ-34. Wi-Fi Calling shall not block access to emergency services due to authorization or 
authentication failures. 

This is the Wi-Fi equivalent of the mobile requirement to support emergency calls from SIM-less devices 
over cellular. 

FUNC-REQ-35. Whenever possible, a Wi-Fi Calling UE shall avoid handing-over to a new Wi-Fi 
access network that is unable to support an in-progress emergency call. 

For example, if the user establishes an emergency call over LTE, and while the call is active, the user 
roams within range of a Wi-Fi Access network that can’t support the emergency call for some reason, 
then the phone should maintain the emergency call on LTE. 

FUNC-REQ-36. Wi-Fi Calling should provide a user interface that enables users roaming outside 
their home jurisdictions to initiate emergency calls without knowing the local emergency call 
number. 

FUNC-REQ-37. If an emergency call is initiated over Wi-Fi, Wi-Fi Calling should provide emergency 
caller user location of at least the same granularity as provided by today’s mobile cellular networks. 

User location is required for selecting the correct PSAP, and for dispatching emergency responders to the 
emergency caller’s location. 

FUNC-REQ-38. Wi-Fi Calling should provide emergency caller location information of sufficient 
granularity to enable emergency responders to locate a user calling from a civic address that covers 
multiple physical locations (e.g., a multi-story office tower, or a university campus). 

FUNC-REQ-39. If an emergency call is initiated while Wi-Fi is disabled on the UE, and there are no 
cellular access networks available for the UE, then the UE must automatically activate Wi-Fi and 
attempt to initiate the emergency call over Wi-Fi. 

FUNC-REQ-40. Wi-Fi Calling must provide emergency session continuity if the UE switches 
between Wi-Fi and cellular access networks during an emergency call (i.e., for both Wi-Ficellular, 
and cellularWi-Fi handovers). 

7.5.3 Wi-Fi Calling UEs 

FUNC-REQ-41. Wi-Fi Calling devices shall be capable of providing a single and integrated user 
interface for any mobile service that is delivered over both cellular and Wi-Fi access networks. 

FUNC-REQ-42. The UE shall provide a UI that enables the user to change the Wi-Fi Calling settings 
(e.g., to change the Wi-Fi vs. Cellular preferred setting, or to enable/disable Wi-Fi Calling). 

Note, disabling Wi-Fi Calling functionality changes the connection setting of the UE to Cellular only 
mode. 

FUNC-REQ-43. The UE shall enable Wi-Fi Calling by default when the UE first boots up and no user 
preferences have been set 

FUNC-REQ-44. The UE shall allow users to select one of the calling options: Wi-Fi only (e.g., when 
international roaming), Wi-Fi preferred, cellular preferred and cellular only. 

FUNC-REQ-45. The UE shall use Wi-Fi preferred profile by default when Wi-Fi Calling is enabled. 
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FUNC-REQ-46. When Wi-Fi preferred is enabled by the user (and Wi-Fi preferred is allowed by the 
provider policy) and the UE is within range of an available Wi-Fi network, the UE shall access Wi-Fi 
Calling services irrespective of availability of the cellular network. 

FUNC-REQ-47. When Wi-Fi preferred is enabled and no Wi-Fi network is available, the UE shall use 
the cellular network (if available).for all services while continuing to monitor for Wi-Fi. 

FUNC-REQ-48. When Wi-Fi only is enabled (i.e. don’t use Cellular), the UE shall switch off the 
cellular radio and it shall access Wi-Fi Calling services when Wi-Fi is available. 

FUNC-REQ-49. When Wi-Fi only is enabled (i.e. don’t use Cellular), the UE shall route all non IMS 
data traffic over Wi-Fi. 

FUNC-REQ-50. When Wi-Fi only is enabled (i.e. don’t use Cellular), and if no qualified Wi-Fi 
networks are available, the UE shall not try to scan/enable/connect to the cellular network. 

FUNC-REQ-51. If Wi-Fi Calling is disabled while Wi-Fi only is enabled, then the Wi-Fi only behavior 
will no longer apply (i.e., the UE can use cellular access to support voice calling). 

FUNC-REQ-52. When cellular preferred is enabled, the UE shall select an available cellular 
network for access to calling services when both cellular and Wi-Fi are available. 

FUNC-REQ-53. When cellular preferred is enabled and a cellular network is not available or 
cellular coverage is poor, the UE shall access Wi-Fi Calling services over an available Wi-Fi network. 

FUNC-REQ-54. When cellular preferred is enabled, the UE shall not try to handover active Wi-Fi 
Calling sessions from cellular to Wi-Fi when good cellular coverage is available, 

FUNC-REQ-55. When cellular preferred is enabled, the UE shall seamlessly handover active Wi-Fi 
Calling sessions from cellular to Wi-Fi if cellular coverage becomes poor. 

FUNC-REQ-56. When cellular only is enabled, the UE shall access all Wi-Fi Calling services (e.g., 
voice, video, text) over cellular. The UE shall provide data services (e.g., internet browsing) over 
available Wi-Fi. 

For example, when cellular-only is enabled, and there is no cellular coverage or poor cellular coverage, 
the UE will behave as if there were no Wi-Fi Calling; i.e., it will always attempt to use cellular for Wi-Fi 
Calling services, and it will not attempt to provide mobile voice and text over Wi-Fi after connecting to 
Wi-Fi. 

FUNC-REQ-57. The UE shall provide a user-friendly UI for initiating emergency calls. 

FUNC-REQ-58. The UE shall support initiating a Wi-Fi Calling call from the phone’s native dialer, 
contact list, and call logs. 

FUNC-REQ-59. The UE shall support receiving a Wi-Fi Calling call using the phone’s native 
interface. 

FUNC-REQ-60. The UE shall support Wi-Fi Calling messaging services from the phone’s native 
SMS/MMS application. 

FUNC-REQ-61. The UE shall support user browsing of Internet and checking emails and other data 
connection activities while active in a Wi-Fi Calling call. 

FUNC-REQ-62. When the user changes the UE Wi-Fi Calling setting from “disabled” to “enabled”, 
the UE shall select an access network based on network availability and network preference settings, 
and register with the IMS over that access network. 
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FUNC-REQ-63. When the user changes the UE Wi-Fi Calling setting from “enabled” to “disabled”, 
the UE shall de-register with the home IMS. 

FUNC-REQ-64. When the UE is set to Airplane mode and the Wi-Fi is enabled with connectivity, the 
Wi-Fi Calling enabled device may attempt to register for Wi-Fi Calling based on the operators policy. 

FUNC-REQ-65. If the UE is in airplane mode and user enables Wi-Fi, the device shall follow the 
connection preferences set in determining connection. The preferences shall not be changed 
automatically. 

FUNC-REQ-66. If the UE is in airplane mode and Wi-Fi Calling is set to cellular preferred mode and 
the Wi-Fi is enabled, the UE shall register for Wi-Fi Calling but shall not attempt to search for cellular 
coverage. 

FUNC-REQ-67. While in airplane mode with Wi-Fi enabled (i.e., cellular radio is disabled), the UE 
shall attempt to access emergency services over Wi-Fi. 

FUNC-REQ-68. If the UE is registered for Wi-Fi Calling and the user disables airplane mode, the 
IMS registration shall be maintained.  

FUNC-REQ-69. If the UE detects a handover trigger during a voice call that is established over Wi-
Fi (e.g., low RSSI level), and there are no alternate cellular or Wi-Fi networks available, then the UE 
shall generate a two tone beep alerting user that the call might drop.  

FUNC-REQ-70. The UE shall select either cellular or Wi-Fi access for emergency calls, based on 
operator policy configured in the UE or conveyed to the UE at network attachment time. 

FUNC-REQ-71. The UE shall establish the emergency call over an available Wi-Fi network if no 
cellular network is available,  

FUNC-REQ-72. When the UE is on a Wi-Fi call, the Wi-Fi Calling icon shall indicate that the call is 
on Wi-Fi. 

FUNC-REQ-73. If the user attempts to initiate a call while Wi-Fi Calling is disabled, and there is no 
cellular coverage, then the UE should pop up a message that reminds the user to enable Wi-Fi 
Calling in order to make calls. 

7.6 Security 

FUNC-REQ-74. Wi-Fi Calling shall prevent unauthorized users from obtaining access to mobile 
services. 

FUNC-REQ-75. Wi-Fi Calling shall prevent malicious entities from degrading the QoE of authorized 
users. 

FUNC-REQ-76. Wi-Fi Calling shall ensure that unauthorized entities cannot monitor the signaling 
and content traffic associated with Wi-Fi Calling services. 

 

8 Wi-Fi Calling Work in Standards 

This section provides an overview of the Wi-Fi Calling related work in various organizations including 3GPP, 
GSMA, IEEE 802.11, WFA, and WBA. 
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8.1 3GPP 

There are quite a few work items in 3GPP related to Wi-Fi Calling as described below: 

 TS 23.060 General Packet Radio Service (GPRS): Defines the stage 2 service description for the General 
Packet Radio Service (GPRS) which is a packet bearer service and a main part of the packet domain. 
The GPRS described in this document is also the description of the GERAN and UTRAN related 
functionality of the Evolved Packet System (EPS) according to TS 23.401 [6]. 

 TS 23.228 IP Multimedia Subsystem (IMS): Defines the stage-2 service description for the IP Multimedia 
Core Network Subsystem (IMS), which includes the elements necessary to support IP Multimedia (IM) 
services. This document identifies the mechanisms to enable support for IP multimedia applications. In 
order to align IP multimedia applications wherever possible with non-3GPP IP applications, the general 
approach is to adopt non-3GPP specific IP based solutions. 

 TS 23.279 Combining Circuit Switched (CS) and IP Multimedia Subsystem (IMS) services: Provides 
architectural details to combine CS services and IMS services for using them in parallel between the 
same two users in a peer-to-peer context. The document provides a detailed description of how 
capabilities and identities are exchanged to enable the combination of CS and IMS services between 
the same two UEs. This document includes the following capabilities that enable the combination of CS 
and IMS services (Radio capability exchange, SIP based UE capability exchange, MSISDN number 
exchange in SIP, Establishing an IMS session in parallel to an ongoing CS call between the same two 
UEs, Establishing a CS call in parallel to an ongoing IMS session between the same two users UEs, 
Network support for establishing multimedia sessions between a UE that uses IMS origination and a UE 
that uses CSI termination) 

 TS 23.237 IP Multimedia Subsystem (IMS) Service Continuity: Specifies the architectural requirements 
and procedures for delivery of IMS Service Continuity. The scope of the specification includes Access 
Transfer related functionality and Inter UE Transfer related functionality. 

 TS 23.401 General Packet Radio Service (GPRS): Defines the Stage 2 service description for the Evolved 
3GPP Packet Switched Domain - also known as the Evolved Packet System (EPS) in this document. The 
Evolved 3GPP Packet Switched Domain provides IP connectivity using the Evolved Universal Terrestrial 
Radio Access Network (E-UTRAN). This specification covers both roaming and non-roaming scenarios 
and covers all aspects, including mobility between E-UTRAN and pre-E-UTRAN 3GPP radio access 
technologies, policy control and charging, and authentication. 

 TS 23.402 Architecture enhancements for non-3GPP accesses: Specifies the stage 2 service description 
for providing IP connectivity using non-3GPP accesses to the Evolved 3GPP Packet Switched domain. In 
addition, for E-UTRAN and non-3GPP accesses, the specification describes the Evolved 3GPP PS Domain 
where the protocols between its Core Network elements are IETF-based. This specification covers both 
roaming and non-roaming scenarios and covers all aspects, including mobility between 3GPP and non 
3GPP accesses, policy control and charging, and authentication, related to the usage of non-3GPP 
accesses. 

 TS 24.229 multimedia call control protocol based on Session Initiation Protocol (SIP) and Session 
Description Protocol (SDP): Defines a call control protocol for use in the IP Multimedia (IM) Core 
Network (CN) subsystem based on the Session Initiation Protocol (SIP), and the associated Session 
Description Protocol (SDP). 
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 TS 24.237 IP Multimedia (IM) Core Network (CN) subsystem IP Multimedia Subsystem (IMS) Service 
Continuity: Provides the protocol details for enabling IMS SC based on the Session Initiation protocol 
(SIP) and the Session Description Protocol (SDP) and the protocols of the 3GPP Circuit-Switched (CS) 
domain (e.g. CAP, MAP, ISUP, BICC and the NAS call control protocol for the CS access). This present 
document is applicable to User Equipment (UEs), Application Servers (AS), MSC Servers providing IMS 
Service Continuity capabilities, Emergency Access Transfer Function (EATF), Access Transfer Control 
Function (ATCF). 

 TS 24.302 Access to the 3GPP Evolved Packet Core (EPC) via non-3GPP access networks: Specifies the 
discovery and network selection procedures for access to 3GPP Evolved Packet Core (EPC) via non-
3GPP access networks and includes Authentication and Access Authorization using Authentication, 
Authorization and Accounting (AAA) procedures used for the interworking of the 3GPP EPC and the 
non-3GPP access networks. This document also specifies the Tunnel management procedures used for 
establishing an end-to-end tunnel from the UE to the ePDG to the point of obtaining IP connectivity and 
includes the selection of the IP mobility mode. 

 TS 24.312 Access Network Discovery and Selection Function (ANDSF) Management Object (MO): Defines 
management objects that can be used by the Access Network Discovery and Selection Function 
(ANDSF) and the UE.  

 TS 25.304 User Equipment (UE) procedures in idle mode and procedures for cell reselection in 
connected mode: Specifies the Access Stratum (AS) part of the Idle Mode procedures applicable to a 
UE. The non-access stratum (NAS) part of idle mode procedures and processes. This document specifies 
the model for the functional division between the NAS and AS in a UE. 

 TS 29.215 Policy and Charging Control (PCC) over S9 reference point: Provides the Stage 3 specification 
of the S9 reference point for the present release. The functional requirements of Stage 2 specification 
for the S9 reference point are contained in 3GPP TS 23.203 [13]. The S9 reference point lies between the 
PCRF in the home PLMN (also known as H-PCRF) and the PCRF in the visited PLMN (also known as V-
PCRF). 

 TS 23.203 Policy and Charging Control (PCC) over S9 reference point: Provides the Stage 2 specification 
for the 3GPP PCC for Policy and Charging Control for Evolved 3GPP Packet Switched domain, including 
both 3GPP accesses (GERAN/UTRAN/E-UTRAN) and Non-3GPP accesses according to TS 23.401 and TS 
23.402. 

 TS 33.203 3G security; Access security for IP-based services: Specifies the security features and 
mechanisms for secure access to the IM subsystem (IMS) for the 3G mobile telecommunication system. 
The scope of this document also encompasses the use of these security features and mechanisms for 
secure access to IMS in the context of fixed broadband networks and 3GPP2 networks. 

 TS 36.304 Evolved Universal Terrestrial Radio Access (E-UTRA); User Equipment (UE) procedures in idle 
mode: Specifies the Access Stratum (AS) part of the Idle Mode procedures applicable to a UE. The non-
access stratum (NAS) part of idle mode procedures and processes. This document specifies the model 
for the functional division between the NAS and AS in a UE. 

 TS 36.331 Evolved Universal Terrestrial Radio Access (E-UTRA); Radio Resource Control (RRC); Protocol 
specification: Specifies the Radio Resource Control protocol for the radio interface between UE and E-
UTRAN as well as for the radio interface between RN and E-UTRAN. The scope of the present document 
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also includes the radio related information transported in a transparent container between a source or 
target eNB and another system upon inter RAT handover as well as the radio related information 
transported in a transparent container between source eNB and target eNB upon inter eNB handover. 

8.2 GSMA 

Current Permanent Reference Documents: 
PDR IR.51 IMS Profile for Voice, Video and SMS over Wi-Fi, Version 3.0, 01 March 2016 - IR.51 defines a voice 
and video over Wi-Fi IMS profile by profiling a number of Wi-Fi, (Evolved) Packet Core, IMS core, and UE 
features which are considered essential to launch interoperable IMS based voice and video on Wi-Fi. It is based 
on the IMS Voice and SMS profile described in PRD IR.92 [9] and on the IMS Profile for Conversational Video 
Service profile described in PRD IR.94 [10].It also uses PRD TS.22 [29], TS.22 Recommendations for Minimum 
Wi-Fi ®  Capabilities of UEs, to define the radio capabilities. 

 

PRD IR.92 IMS Voice and SMS - IR.92 defines a profile for voice over IMS over LTE, and for SMS over IMS and 
SMS over SGs, by listing a number of Evolved Universal Terrestrial Radio Access Network (E-UTRAN), Evolved 
Packet Core, IMS core, and UE features that are considered essential to launch interoperable services. The 
defined profile is compliant with 3GPP specifications with its profile scope being the interface between UE and 
network. The same profile is used to support services over Wi-Fi. 

 

PRD IR.94 IMS Profile for Conversational Video Service - IR.94 defines an IMS profile by listing a number of 
Evolved Universal Terrestrial Radio Access Network (E-UTRAN), Universal Terrestrial Radio Access Network 
(UTRAN), Evolved Packet Core, IMS core, and User Equipment (UE) features which are considered essential to 
launch interoperable IMS based conversational video service. The scope of the profile is the interface between 
UE and network. 

 
PRD TS.22 Recommendations for Minimum Wi-Fi ®  Capabilities of UEs - TS.22 consolidates minimum device 
requirements (or references where these have been published already by other groups) for a WLAN enabled 
device. The PRD helps facilitate alignment of operator WLAN requirements and to enhance the WLAN 
functionality and usability for users of WLAN services on operator networks. The current version 3 does not 
cover Wi-Fi Calling. 

 
8.2.1 Current Work Areas 

PRD TS.22 Recommendations for Minimum Wi-Fi ®  Capabilities of UEs - TS.22 v5 includes information about 
support of IMS over Wi-Fi services. 

 

8.2.2 GSMA and WBA Joint Task Force 

 The 3GPP specification defines the use of Diameter in the 3GPP network but WBA Wi-Fi networks all use 
RADIUS. Inn 2016 the GSMA and WBA jointly published a whitepaper recommending a set of standard 
translations of RADIUS and Diameter protocols between WBA Wi-Fi networks and GSMA 3GPP networks. These 
translations support the use of Wi-Fi Calling using IMS with the WBA Wi-Fi network being connected as an 
untrusted network as defined by 3GPP specifications. Trusted networks connections are not covered in the 
current version, but may be included in a later version. These translations have been liaised to other related 
industry bodies. 
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8.3 WFA 

8.3.1 Launched Certification Programs 

WMM®  (Wi-Fi Multimedia™) - Support for multimedia content over Wi-Fi networks enabling Wi-Fi networks to 
prioritize traffic generated by different applications using Quality of Service (QoS) mechanisms. WMM certifies 
products which implement technology defined in the WMM Technical Specification. Certification program 
website: http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-wmm-programs (includes WMM-Power Save, and 
WMM-Admission Control, also). 

WMM-Power Save - Power savings for multimedia content over Wi-Fi networks - helps conserve battery life 
while using voice and multimedia applications by managing the time the device spends in sleep mode. 

WMM-Admission Control - Enhanced bandwidth management tools to optimize the delivery of voice and other 
traffic in Wi-Fi networks. WMM-Admission Control certifies products which implement technology defined in 
the WMM Technical Specification.  

Wi-Fi CERTIFIED Voice-Enterprise™ - Wi-Fi CERTIFIED Voice-Enterprise defines the requirements for enterprise-
grade voice quality, mobility, power saving and security. The Voice-Enterprise program is designed to meet the 
needs of enterprise networks that are larger in size, require support for advanced WPA2™-Enterprise security 
mechanisms, support fast transitions between APs and management tools for voice applications. The Voice-
Enterprise program requires certification for WMM® -Admission Control, providing bandwidth management 
tools for optimizing voice delivery. WMM-Admission Control manages traffic streams depending on the 
availability of network resources, taking into account network load and channel conditions. With the Wi-Fi 
Voice-Personal certification program as a foundation, Voice-Enterprise certification testing adds support for 
mobility within large Wi-Fi networks. It leverages the Wi-Fi Multimedia™ (WMM), WMM-Power Save, and 
WMM-Admission Control certification programs for quality of service (QoS), the enterprise-grade security 
provided by Wi-Fi Protected Access®  2 (WPA2) Enterprise, plus radio resource measurement, fast basic service 
set (BSS) transition, and wireless network management features. Certification program website: http://www.wi-
fi.org/discover-wi-fi/wi-fi-certified-voice-programs  

Wi-Fi CERTIFIED Voice-Personal™ - Wi-Fi CERTIFIED Voice-Personal tests the performance of voice 
applications under real-life conditions that include both voice and data traffic streams, in network 
configurations that are common in home and small office environments. To achieve certification, client 
devices and access points must perform above set thresholds for packet loss, latency and jitter, to help ensure 
good voice quality. To take advantage of the enhanced support for voice applications, both the client device 
and the access point must be Wi-Fi CERTIFIED Voice-Personal. Certification program website: http://www.wi-
fi.org/discover-wi-fi/wi-fi-certified-voice-programs  

Wi-Fi CERTIFIED Passpoint ™ - Wi-Fi CERTIFIED Passpoint launched in 2012 as an industry-wide solution to 
streamline network access in hotspots and eliminate the need for users to find and authenticate a network 
each time they connect. In Wi-Fi networks that do not support Passpoint, users must search for and choose a 
network, request the connection to the access point (AP) each time, and in many cases, must re-enter their 
authentication credentials. Passpoint automates that entire process, enabling a seamless connection between 
hotspot networks and UEs, all while delivering the highest WPA2™ security. Passpoint is enabling a more 
cellular-like experience when connecting to Wi-Fi networks. Passpoint was developed in Wi-Fi Alliance®  
through partnerships between UE manufacturers, network equipment vendors, and operators. Certification 
program website: http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-passpoint  

 

http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-wmm-programs
http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-wmm-programs
http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-voice-programs
http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-voice-programs
http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-voice-programs
http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-voice-programs
http://www.wi-fi.org/discover-wi-fi/wi-fi-certified-passpoint
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8.3.2 Current Work Areas 

Mobile Multimedia - Demand for multimedia over Wi-Fi networks is being fuelled by the continued 
development of more powerful smartphones and tablets and a growing assortment of real-time applications 
that encourage users to consume multimedia when connected to Wi-Fi networks. Consumers are accustomed 
to the multimedia user experience available on wired devices and cellular networks. Wi-Fi Alliance members 
are investigating a certification program that will continue to improve the user experience for Wi-Fi CERTIFIED 
devices that are multimedia capable when connected to Wi-Fi networks deployed in public hotspots, 
enterprise environments, and residential homes. 

Multiband Operations (MBO) - Members of Wi-Fi Alliance have formed a task group to explore technology and 
certification requirements to improve Wi-Fi network performance through the efficient use of available 
frequency bands. Wi-Fi CERTIFIED infrastructure and client devices will exchange information to enable 
intelligent band selection decisions. The task group will define mechanisms that are applicable to available 
frequency bands, and which may be extended to include additional bands as they come into use. 

Optimized Connectivity Experience (OCE) - Fixed, mobile, and hotspot operators around the globe are 
deploying Wi-Fi in business models tailored to fit their unique needs. Members of Wi-Fi Alliance have formed a 
task group to explore technology and certification requirements to deliver a better user experience in 
managed network environments with a high density of active or connected devices. Managed networks based 
on Wi-Fi CERTIFIED equipment will take advantage of systemic information to shorten connection setup, 
reduce airtime overhead, optimize transitions, and improve roaming performance. 

Timing Measurement - The emerging market for wireless devices supporting time synchronization currently 
suffers from a lack of a standards-based interoperable mechanism, resulting in a fragmented market. Wi-Fi 
Alliance members are investigating a certification program that establishes a time synchronization mechanism 
in order to provide coordination for scenarios where a singular task is being performed by a set of distributed 
Wi-Fi CERTIFIED wireless devices, such as synchronization of audio streams to multiple speakers or collection 
of time-stamped data from multiple sensors. 

8.4 IEEE 

8.4.1 Completed Standards 

802.11e: QoS Enhancements: 

 QoS: MAC enhancements (EDCA) to allow different levels of prioritization for differentiated traffic 
streams. See the WFA WMM program, which is the widely implemented variation of 802.11e EDCA. 

 U-APSD: Support for service periods allows client devices to adapt to predicable timing for frame 
exchanges with the AP, which in turns supports better scanning and roaming performance, and 
avoidance of periodic interference. See the WFA WMM-PS program, which is the implementation of U-
APSD for WMM. 

 Admission Control: Management of bandwidth, usually for higher priority QoS traffic, to ensure 
availability of high-priority access bandwidth for traffic that needs it, and also ensure an AP’s 
bandwidth is not over-subscribed with priority traffic. An extension is provided to support emergency 
traffic gaining quick access at high priority regardless of other congestion. See the WFA WMM-AC 
program. 

 802.11u: Interworking with External Networks: Includes many features to aid interconnection of Wi-Fi 
networks with wired, and ultimately Internet networks. In particular: 
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 Includes the QoS Map configuration feature to manage mapping between DSCP values and 802.11 User 
Priority. 

 Emergency calls The interworking service supports emergency services by providing methods for users 
to access emergency services via the IEEE 802.11 infrastructure, advertising that emergency services are 
supported, and identifying that a traffic stream is used for emergency services.  

 802.11u and 802.21 (Media Independent Services): Interaction between APs and service-provider 
networks, to pass authentication and provisioning information, as well as statistics and status 
information. See the WFA Passpoint program. 

 
802.11k (Radio resource measurement) and 802.11v (WLAN Network Management): Provide access to key 
802.11 stack diagnostics and statistics measures, and facilities to enable management of devices and networks 
based on the measurements. 

 

8.4.2 Current Work Areas 

802.11ai: Fast Initial Link Setup: 

This project’s primary need comes from an environment where mobile users are constantly entering and 
leaving the coverage area of an existing WLAN network. Every time the UE enters a network coverage 
area, the UE has to do an initial link set-up to establish WLAN connectivity. This requires efficient 
mechanisms that (a) scale with a high number of users simultaneously entering the network, (b) minimize 
the time spent within the initial link set-up phase; and (c) security provide initial authentication. 

Currently, 802.11 clients may spend several seconds in secure initial link establishment, including the 
time required to sequentially transmit messages for IP address assignment. Amending schemes to 
improve access point/network discovery and secure authentication may reduce this time to less than 
100ms in some circumstances. Reducing the number of messages transmitted over the air per user during 
link set-up frees airtime and increases the number of users that may simultaneously enter a WLAN 
network. 

802.11ax: High Efficiency WLAN (HEW): 

This amendment defines standardized modifications to both the IEEE 802.11 physical layers (PHY) and 
the IEEE 802.11 Medium Access Control layer (MAC) that enable at least one mode of operation capable 
of supporting at least four times improvement in the average throughput per station (measured at the 
MAC data service access point) in a dense deployment scenario, while maintaining or improving the 
power efficiency per station. 

 

9 Challenges and impediments to Wi-Fi Calling 

There are a number of challenges associated with Wi-Fi Calling which need to be addressed. This section 
discusses these challenges under the headings of technical and business challenges, and also provides some 
recommendations and remedies for them. 
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9.1 Technical Challenges 

9.1.1 Seamless voice handover  

The in-call device, when handing over between Wi-Fi access points (intra- or inter-operator) or from other RATs 
(Radio Access Technologies) to Wi-Fi, can possibly suffer voice degradation due to the handover latency 
originated from: 

The Wi-Fi access layer discovery and handover; 

Handover decision making and signaling at the voice application layer. 

The UE often does not have sufficient network information to make intelligent handover decisions to a Wi-Fi 
network, especially when traversing through Micro and Macro boundaries. For example, at the Wi-Fi layer, 
backhaul information is not provided, and information whether the network is internet capable or whether 
voice can be supported may not be provided on a specific Wi-Fi network (Passpoint does provide such metrics 
though). These will add delays for the device to determine the conditions using other out of band methods. 

Despite the fact that there may be a policy to prefer Wi-Fi as the access network, in some cases, a voice 
handover to Wi-Fi access should not be attempted. For example, as described in use case 4.10, if it is detected 
that a user’s interaction is required for gaining Wi-Fi access during an active call, or IMS access is not available, 
the voice call handover should not be attempted as the voice signaling attempt will fail resulting in wasted 
cycles. The accuracy of detection of the proper Wi-Fi connectivity is crucial to enable the proper handover 
decision. There may be various solutions for such detection, such as a testing of connectivity after Wi-Fi 
connection; however, they are all proprietary implementations. The Passpoint standard defined ANQP, ASRP 
and Connectivity capability messages to pre-emptively provide the connectivity information to the device, 
which should greatly improve the decision time and remove the false or test attempts. 

Several technologies may help to enhance the handover performance into or within Wi-Fi: 

Passpoint will help significantly with automatic network discovery and selection mechanisms including the 
roaming scenarios 

802.1k, 802.11r, 802.11ai and WFA work items (refer to 8.3) 

Automatic/Fast authentication or authentication resumptions defined in EAP 802.1x methods 

ANDSF or Hotspot 2.0 policy control 

Make before break strategy 

9.1.2 Interruption in a Multi-AP deployment 

9.1.2.1 Sources of Interruption 

Wi-Fi Calling will be increasingly required to operate in a multi-AP environment, where the user that may be 
engaged in an on-going voice call, moves between a source Wi-Fi access point and a target Wi-Fi Access Point. 
There are a number of scenarios that need to be considered, including: 

The source and target access point are operated by the same management domain, e.g., an enterprise or a 
carrier Wi-Fi system 

The source and target access point correspond to different management domains, e.g., transitioning between 
coverage of an enterprise Wi-Fi installation to coverage provided by a carrier Wi-Fi system 
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The source and target Wi-Fi access point are unmanaged residential units that may have been deployed by a 
homeowner to provide improved Wi-Fi coverage in a home environment 

When transitioning between APs, there is a set of operations that can cause interruptions in the Wi-Fi Calling 
service that can have a material impact on the user’s experience. These operations may include: 

Scanning: The user’s device may need to scan the RF environment for neighboring Access Points 

Association: The user’s device will need to re-associate to the target access point 

Authentication: The user’s device may need to authenticate to the new Access Point and keying material 
generated for securing the Wi-Fi interface 

IP Address Allocation: Depending on the Wi-Fi architecture and IP network configuration, a transition between 
access points may require the device to be allocated a new IP address 

Re-binding application to new IP Address: If the device needs to be allocated a new IP address, the application 
will need re-bind its service to the new address 

In terms of durations required to perform scanning operations, results reported in [30], for scanning 
interruptions when transitioning between APs in a common Extended Service Set indicate that scanning delay 
can cause significant interruptions that can vary between 70 and 600 ms, with exact values depending on client 
implementation. 

In terms of durations required for performing authentication, the interruption will be related to the 
authentication method employed. In the pre-shared keying environment typical in residential environments, 
the simple authentication exchanges are completed in around 50ms. However, in NGH environments with EAP 
based authentication, roaming requires new keying material to be made available to the target access point. 
This keying material is traditionally provided as the result of a successful EAP authentication, which can 
critically impact the overall roaming experience. 

Figure 15 illustrates a full EAP-AKA exchange, showing that the delays include: 

3 round trip times between the device and the 3GPP AAA Server 

Execution of UICC AUTHENTICATE COMMAND [30] between the device and the SIM 

one exchange of MAP Send Authentication Info between the 3GPP AAA Server and the HSS 

In terms of example delays associated with the above procedures:  

The round trip time between device and 3GPP AAA Server will depend on their relative locations. Example 
round trip delays between service provider networks have been published by GSMA [31] with delays ranging 
from 40ms between European operators and up to 489ms between operators in Central America and those in 
South-East Asia 

The execution of a single Authenticate Command has been measured at around 50 ms [30] 

HSS Access times [32] will depend on load. Example performance data for a large scale HLR/HSS has been 
published in [33]. This indicates that the diameter equivalent to recover authentication information (the Cx 
MAR/MAA exchange) has an end-to-end latency of between 150 ms and 930 ms. 

As a consequence, the typical times that can be expected to be required to complete the full EAP-AKA 
exchange range from (3 x 40 + 50 + 150) or 320ms to (3 x 489 + 50 + 930) or almost 2.5 seconds.  
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Note, EAP methods typically include optional procedures for further reducing the time taken to complete their 
operations. For example, EAP-AKA includes a “fast re-authentication” procedure that enable new keying 
material to be generated from keys derived from a previously performed “full authentication”, avoiding delays 
associated with UICC and HSS access as well as requiring one less round trip-time to complete. EAP-TTLS 
includes session resumption capabilities that significantly reduce the time required to complete the EAP-TTLS 
authentication. 

 

Figure 15: Full EAP-AKA exchange 

IP Address allocation: As described in RFC 4436 [34] the time required to obtain (or to continue to use) an IPv4 
configuration may be significant as a fraction of the total handover latency in moving between points of 
attachment. 

Analysis of the operation of DHCP [35] has highlighted that the time needed by the DHCP server to assign an IP 
address to the user’s device can be on the order of seconds, with the longest component of the assignment 
procedure being the time between the client sending a DHCP DISCOVER and receiving the DHCP OFFER from 
the network. 

Finally, if the IP address allocated to the client changes due to the mobility event, there will need to be a re-
binding procedure. For example, when the Wi-Fi Calling Service is built on native SIP, a SIP Re-register can be 
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used to re-register the users contact address with the SIP server. Examples of the performance associated with 
performing SIP Re-register in an IMS environment indicate that such may require over 2 seconds to complete 
[36]. Alternatively, when the Wi-Fi Calling Service is built on a foundation of IPSec, the IPSec security 
association will be bound to the device’s point of attachment IP address(es) as the tunnel outer IP address. As a 
consequence, when the tunnel outer IP address changes, the IPsec SA (Security Association) needs to be 
renegotiated resulting in excessive IKE signaling. 

9.1.2.2 Techniques for limiting Interruptions in a Multi-AP deployment  

There are a range of techniques that can be employed to limit the interruption times when transitioning 
between source and target APs. 

Scanning interruption times can be reduced by enabling 802.11k in the network. 802.11k is used to advise the 
devices attached to a source AP of roaming targets, avoiding lengthy scanning times. These capabilities are 
also available with 802.11ai which enables a source access point to signal neighboring access point 
information in beacon, probe response and fast discovery (FD) frames. Further, the FD frame defined in 
802.11ai is a small frame that can be transmitted between beacons and has been specifically defined to speed 
up the scanning time associated with access point and network discovery. The WFA’s Optimized Connectivity 
Experience work item combines 802.11ai, 802.11v, Multiband Operations and 802.11r, which will shorten the 
link setup time and provide fast connection to Wi-Fi networks 

Authentication time is a particular concern for EAP Authentication. The previous section has highlighted how 
EAP methods often include optional capabilities to reduce re-authentication times. However, there are a range 
of procedures defined that look to reduce the time required for re-authentication due to mobility events. In 
particular, 802.11r Fast BSS Transition can be used to enable the target AP to derive new keying material 
without requiring a new EAP exchange. Prior to the widespread availability of 802.11r capability, Wi-Fi systems 
were able to use Sticky Key Caching (SKC), whereby the client keeps track of PMK information from previously 
associated access points. If a client re-visits one of these access points, it can attempt to re-associate using the 
PMK derived from an earlier successful authentication. If the target access point has the PMK cached, the AAA 
server exchange is eliminated and the cached PMK can be used to establish the new PTK 

In the future, 802.11ai will enable the use of the EAP-ReAuthentication protocol [37] which enables the device 
and AAA server to use the initial EAP exchange to generate a set of keys for FILS operation. These keys can be 
used to generate new keying material that can be quickly delivered to the target AP without requiring a full 
EAP exchange. 

Interruption times associated with IP address allocation can be minimized by supporting DNAv4. 
Furthermore, mobility events can be triggered based on the SA – 

 
triggered by DNAv4 operation. However, change of IP addresses should be avoided in carrier Wi-Fi 
deployments, e.g., using techniques that tunnel data-plane packets towards a common IP Point of Attachment. 

Because rebinding of IP addresses may require multi-second interruptions, wherever possible re-binding user 
agents to new IP Address should be avoided, e.g., in a trusted Carrier Wi-Fi deployments, by having IP address 
persistency as the device moves between source and target Access Points. 

3GPP has defined additional procedures that leverage MOBIKE [38] functionality to enable a 3GPP UE to 
update the tunnel outer IP address associated with an IPSec SA to enable continued operation of the IPSec 
session without requiring an IKEv2 rekey. Tests of MOBIKE performance have still reported a multi-second 
interruption when performing handover [39]. 
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9.1.3 Certification aspects for minimizing Interruption times  

The previous section has highlighted a range of capabilities and techniques for reducing roaming interruptions. 

Passpoint Certification for Wi-Fi infrastructure and devices 

WFA’s Certified Voice-Enterprise Program test protocol adherence for 802.11k aspects and 802.11r fast BSS 
transition for both AP and client devices 

In terms of Sticky Key Caching, WFA’s Certification of 802.11i validates that at least one cached PMK is 
supported by the system 

WFA is currently developing a program to cover certification requirements to improve performance in multi-
band environments, whereby the infrastructure and device will exchange information to enable intelligent 
band selection decisions 

WFA is currently developing a program to cover certification requirements to optimize the connectivity 
experience in managed network environments with a high density of active or connected devices. Specific 
focus on certifying infrastructure and device capabilities to shorten connection setup, optimize transitions and 
improve roaming performance will be addressed 

WFA is currently developing a program to cover certification requirements for improving the mobile multi-
media experiences of user’s when they are connected to public hotspots, enterprise environments, and 
residential homes 

9.1.4 Wi-Fi QoS/QoE 

Not all Wi-Fi networks are created equal. It is a challenge to manage and ensure the consistent level of voice 
QoS/QoE over the varieties of Wi-Fi networks. There are multiple Wi-Fi QoS technologies available to enhance 
the voice/video experience. WMM media and admission control are the Wi-Fi QoE standards that prioritize the 
voice/video as premium services as well as provide resource reservation during admission. Additionally the 
WFA OCE and MBO work items are intended to close a few QoE gaps (see Section 8.3). However the biggest 
challenge is the lack of consistent adoption and certification of the Wi-Fi QoS technologies in the ecosystem. 
QoS requires device and network interoperation in order to take effect. The QoS for the network segments in 
the call path must be considered together within an end-to-end QoS framework, for example, the backhaul 
QoS, voice signaling and data packet prioritization in the call path must be engineered to ensure the data 
latency, packet loss and jitter constraint can meet the QoS requirements. 

9.1.4.1 Wi-Fi QoS Mechanisms 

The QoS mechanisms for Wi-Fi are specified by IEEE in 802.11e. 802.11e defines four traffic priority classes, 
which from highest-to-lowest priority are: 

 Voice 

 Video 

 Best Effort 

 Background 

The AP and its Wi-Fi clients identify the priority classes based on the DSCP field contained in the layer-3 IP 
header of each packet. GSMA provides the link between the 802.11 traffic priority levels and the 3GPP-defined 
QoS mechanisms by mapping the 3GPP QoS attributes to specific DSCP ranges. 
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Figure 16 shows the 3GPP-defined network architecture to provide Wi-Fi Calling over an untrusted Wi-Fi access 
network. The diagram shows the case where a voice call has been established, and RTP traffic is being 
exchanged between the UE and the IMS PDN. At point (1) in the diagram, the IMS PDN sets the DSCP value in 
downstream RTP packets to the GSMA-defined value for voice traffic. Alternatively, the P-GW can set the DSCP 
value for downstream packets at (2), by mapping the QoS attributes assigned to the dedicated bearer channel 
to the GSMA-mapped DSCP value. When the ePDG receives a downstream packet at (3), it places the received 
DSCP value in the DSCP field of the outermost IP header of the IPsec tunnel, before forwarding the packet on 
to the UE. The DSCP value must be placed in the outer IP header of the IPsec tunnel so that it is visible to the 
AP. On receiving the packet at (4), the AP identifies the traffic priority level (in this case “voice”) based on the 
received DSCP value, and applies the appropriate level of QoS. 

In the upstream direction, the Wi-Fi Calling application in the UE will set the DSPC value in upstream RTP 
packets to the value defined for voice traffic. The UE’s VPN client then uses this DSCP value to apply the 
appropriate level of QoS at (5). 

The AP and the UE enforce QoS over Wi-Fi using two mechanisms: 

1) The UE and AP apply priority queuing, so that higher priority packets are transmitted over Wi-Fi before 
lower priority packets. 

2) When a collision is encountered during packet transmission over Wi-Fi, the UE and AP apply longer 
back-off timers to lower priority traffic. 

 

Figure 16: Controlling QoS over Wi-Fi 

9.1.4.2 Identification and QoS handling of Wi-Fi Calling by the Wi-Fi Access Provider 

Operators offering Wi-Fi services should be able to differentiate traffic which is specific to voice to. Such an 
understanding is necessary for network planning, enabling network dimensioning as well as applying the 
correct QOS enforcements.  

3GPP’s Wi-Fi Calling architecture has been designed as an untrusted service able to operate over unmanaged 
Wi-Fi access networks. As a consequence, there is no explicit interaction required between the UE and the 
access network for supporting the service. Furthermore, the 3GPP architecture uses an IPsec tunnel between 
the UE and the MNO’s ePDG which does not permit the Wi-Fi access provider to determine whether the traffic 
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within this IPsec tunnel is voice or not. DSCP marking of the outer tunnel header may not be trusted as in the 
uplink user devices could modify it and in the down-link, internet transit providers may perform re-marking. 

There are a number of options for a Wi-Fi access network to detect Wi-Fi users are accessing ePDG based 
services and apply the QoS: 

1. The WLAN Access Network can autonomously use the UE DNS Query requesting mapping for the IP address 
of the ePDG to identify a user accessing the Wi-Fi Calling service. 

3GPP TS 23.003 [23] defines a recommended format of the ePDG FQDN:  
"epdg.epc.mnc<MNC>.mcc<MCC>.pub.3gppnetwork.org"  
that should be used by the Wi-Fi Calling system for discovery of an ePDG for regular service, where 
MNC and MCC are the Mobile Network Code and Mobile Country Code of the operator respectively. 

2. The WLAN Access Network provider can use the recovered discovered ePDG address, together with packet 
flow characteristics to infer when an UE is involved in an active call. Uplink UP markings together with a 
sending rate of 50 pps may be used to identify that a call is in progress.  

3. The WLAN Access Network Provider, in co-operation with the home MNO operator, can define an attribute 
in the AAA response that identifies the UE as being authorized to access the Wi-Fi Calling Service. Note, 
currently no standardized attribute exists. 

4. Where the WLAN Access Network Provider is also the MNO operator, the ePDG should be responsible for 
ensuring outer IPSec DSCP markings are copied from inner IP packets and the WLAN Access Network 
configured to respect the downlink DSCP marking when performing scheduling. 

9.1.4.3 Wi-Fi QoS Gaps 

Although there are a number of workarounds about identification and QoS handling of Wi-Fi Calling flow, there 
is no standards-based solution that will provide a simple, reliable and scalable solution that will help UEs and 
networks in various non-3GPP Wi-Fi deployment scenarios. WBA should look into addressing this issue by 
developing a standards-based solution, as well as certifications and trials for them.  

The Wi-Fi QoS mechanisms can only increase the probability that a certain level of QoS will be provided. There 
is no way to guarantee that the required level of QoS will in fact be provided. Changing network conditions, 
such as an increase in demand for best-effort traffic, can reduce the level of QoS for real-time voice traffic. The 
WBA QoS work item is developing mechanisms that will address this issue.  

9.1.5 GW selection 

For non-SIM based scenarios scenario (see section 5.5), the procedure for the selection of the VPN GW from Wi-
Fi is not standardized by 3GPP and it is left to the implementation on the device, for example via pre-
configuration in the device of the GW IP addresses or FQDN or any other proprietary solution. 

9.1.6 UE’s Architectural Capability 

The UE, especially Wi-Fi only devices, may have internal software and hardware architecture that has not been 
optimized for providing Wi-Fi Calling services. A holistic design of the chipset support for codecs and protocol 
stacks can enable a smooth and high-definition multimedia experience for the user. 

9.1.7 Emergency Call 

The support of Emergency Service based on 3GPP IMS VoLTE has the following limitations: 

The UE must have a valid credential for accessing from WLAN, i.e. if the UE has no SIM inserted or no 
credential valid for accessing to the Wi-Fi network and/or to the mobile network, the IMS ES cannot be 
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performed, since the establishment of SWu tunnel to ePDG or EAP-AKA’ authentication for access WLAN will 
fail;  

For emergency PDN connection, no mechanisms are defined to support mobility between WLAN and 3GPP 
accesses. Hence if the caller is moving out of WLAN coverage the call will crash;  

There is no specification to support the set-up of an IMS emergency PDN connection when the UE is roaming, 
so if the user has disconnected the data connection in roaming or the user has not enough credit or if the 
WLAN does not allow to establish connection to 3GPP core network, the emergency call will fail; 

The transfer of location information from Wi-Fi network or 3GPP network to the PSAP is only supported for the 
untrusted WLAN (s2b) scenario.  

The location information detected by the UE and provided to the network is generally based on BSSID of the 
WLAN where the device is connected, and the last 3GPP cell ID information or Geographical location when 
GPS information is available, while the network can detect the BSSID. How this information is mapped to civic 
address or geographical coordinate is left to specific implementation. The detection of user location is not 
guaranteed. 

The device, especially the Wi-Fi only devices, may not provide an emergency dialing pad at the lock screen. In 
some cases, the device does not even provide Wi-Fi connectivity at the lock screen.  Wi-Fi networks may not 
provide unauthenticated access to allow voice calls to go through. 

In the case of supporting connection to the 3GPP network via an ePDG (S2b), there are several challenges for 
roaming: roamer, for supporting Emergency services the ePDG shall be selected in the visited network while for 
regular service the operator may enforce the selection of ePDG in the home network the device may fail to 
select an ePDG in the visited network where is located, since the device is not able to automatically detect the 
domain of the available mobile operator and consequently is not able to request an ePDG in the visited 
network with a specific FQDN the device may fail to select an ePDG in the visited network where is located, 
since it is configured statically with an ePDG in the home network the device, in compliance with Release 14, 
may fail to select an ePDG since it is not able to detect in which country it is located. 

In the case of supporting connection to the 3GPP network via an ePDG (S2b), the mobile operator providing Wi-
Fi Calling services shall prefer Emergency Calls to be performed via 2G/3G Circuit-Switched or VoLTE, even 
when the preference is to use Wi-Fi Calling for non-emergency calls. Assuming that LTE, 3G and 2G are 
unreachable, and that the Wi-Fi provider permits the establishment of a secure association (IPSec SA) between 
the UA and the ePDG, the Wi-Fi Calling provider should announce one or several E-CSCF (Emergency Call 
Session Control Function instances) to the SIP/IMS User Agent (UA) upon initial registration. 

Currently, there’s no mechanism for the Wi-Fi station (non-AP STA, 3GPP UE) to discover the local E-CSCF 
through 802.11u, nor through an IKE session to the (local) ePDG. 

The E-CSCF shall not be exposed to the public internet, and can only be accessed by the UE if the UE is either 
on Trusted Wi-Fi, or if it can establish an IPSec SA to an ePDG via SIM-based or via non-SIM-based 
authentication (certificate). 

There has already been specification work done on Emergency Call Support related within IEEE 802.11u 
standards addressing: 

Emergency Call Wi-Fi network access without credentials; 

Providing location information including geolocation or civic location of AP; 
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Traffic prioritization for emergency calls. 

However, none of these capabilities have been implemented or deployed in the industry. There is a great need 
for the WBA and WFA to further build on what is currently available thru 802.11u and develop certification and 
interoperability testing around it so that the industry could be provided with a standards-based, reliable 
solution. For this reason, these capabilities have not been taken into account by 3GPP and their alternate 
solution has been developed.  

The device can derive the location information from different means, in the case of a 3GPP UE, from the 3GPP 
access at which it is connected, such as cell ID, or from implementation-specific means, such as GPS or 
information from the Wi-Fi access. All these information sources have different reliability and different 
granularity, hence the IMS 3GPP network and IMS network can retrieve the location information from the UE, 
or from the network node, such as ePDG or TWAG. A non-3GPP network, such as a cable network to which the 
user is connected via WLAN, can provide information derived from authentication, such as line identifier. 
However, the Wi-Fi network is not always capable of providing such information or in the case of an 
unmanaged network it may be not configured or not reliable. This presents challenges mainly in the case of 
Emergency Services, when national regulations mandate the identification of where the user is calling from. 
These challenges may be addressed by improving the reliability of the technical solution, for example via a 
certification process or implementation of a national database where some characteristic information of Wi-Fi 
networks is stored, or via regulation imposed on providers to properly configure the information in the 
network. The WBA can play a role in helping to find additional, proper solutions for this challenge. 

Wi-Fi Calling providers should mandate the configuration of a long emergency number as the last resort for 
obtaining the UE location and identifying that it is an emergency call. The UE should only use the long 
emergency number outside of 4G, 3G and 2G coverage, and in addition, when the UE didn’t discover any E-
CSCF, or when the UE is configured to reject 112/911 access via Wi-Fi. Wi-Fi Calling providers should suggest 
the long emergency number of last resort to the user based on the user’s location at the time of configuration 
or update. 

9.1.8 Regulatory 

For international roaming especially, when crossing regulatory boundaries, there is no clear definition of the 
Regulatory requirements and what shall be done from Wi-Fi Calling network operation. 

In some countries the local Regulator has imposed an obligation upon the visited MNO to lawfully intercept (LI) 
and retain data from all inbound cellular roamers - besides LI and data retention for its own cellular 
subscribers. 

Other countries only impose data retention and LI for the provider’s own cellular subscribers. 

The regulation related support of Emergency Service, Lawful Interception, and data retention for voice service 
is different in each country. For example, regulators impose different requirements on MNOs, licensed 
operators and over the top operators. These differences are even more significant for international roaming, 
when crossing regulatory boundaries, where there is no clear definition of the regulatory requirements and 
what shall be done by the Wi-Fi Calling network. The fragmentation of National and Regional Regulations are 
imposing, from one side, requirements on technical solutions that need to be supported, with several changes 
for following new regulation requirements, as for example shown by revision to ePDG selection due to changes 
in LI regulation in some countries. On the other hand, current technical solutions may not be able to fully 
address regulations, creating difficulties for operators. The standardization groups such as WBA and GSMA 
should try to facilitate the reduction of regulation fragmentation and avoid overly complicated and costly 
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technical solutions being specified due to regulation, making the business model and the benefit of the 
technology questionable. 

9.1.9 Firewall support 

The deployment of firewalls is common in order to support various network security functionalities. In order to 
allow the support of voice service over WLANs there are a number of alternative firewall deployment 
scenarios:  

An untrusted WLAN network operates without any firewall. This configuration is common in residential Wi-Fi 
deployments and some open WLANs used as public hotspots where there is no specific regulation and security 
requirement.  

An untrusted WLAN network is configured to allow the connection of guest UEs to a demilitarized zone for 
which a firewall is deployed that permits establishment of outbound IPSec sessions. This can be the case 
where an enterprise provides a guest Wi-Fi service to its contractors, visitors and customers, e.g., for them to 
access their own remote access VPN service. Note, specific guest credentials may be required to be configured 
on the UE device. 

The untrusted WLAN network is connected with a firewall rule that permits UEs to establish outbound IPSec 
sessions. There are a number of alternatives for configuring the firewall rule, including: 

o Permitting any traffic using IKEv2 and IPSec ports; 

o Permitting traffic using IKEv2 and IPSec ports to configured destination IP addresses of known ePDGs; 

o Permitting traffic based on a FQDN based ACL using the ePDG FQDN. 
The untrusted WLAN network is connected with a firewall rule that does not permit outbound IPSec session 
establishment, the UE will not be able to access a Wi-Fi Calling service based on IPSec. 

Note, there are some draft proposals to define TCP encapsulation of IKEv2 and IPSec to leverage the typical 
firewall configurations that permit outbound TCP sessions [40]. 

In trusted WLAN deployments, specific firewall/gating rules can be configured for authenticated UEs. In this 
scenario, the AAA exchange used to support EAP-based authentication can be leveraged to deliver a policy tag 
that enables specific security rules per UE or per group of UEs, e.g. when the UE is recognized to belong to 
specific operators. 

Note, from an EPC perspective, only authenticated UEs will get access to the WLAN and to the 3GPP network. 
Hence firewall functionality may be deployed in the TWAG or it can leverage the PCEF gating feature in the 
PDN-GW. The firewall protection from external traffic in the TWAG is required for NSWO traffic, i.e. for traffic 
going to the Internet directly from TWAG, in such case usual firewall policies can be applied to the traffic 

9.2 Business Challenges 

While Wi-Fi Calling offers a great advantage to customers that are in situations where cellular coverage is poor 
or unavailable, carriers face many challenges after the launch of Wi-Fi Calling, such as customer awareness, 
adoption, user experience, and billing, etc. 

9.2.1 Wi-Fi Calling Service Awareness and Adoption 

The implementation of Wi-Fi Calling can vary between carriers and handset manufacturers. Depending on the 
device hardware, the specifics of the user experience can vary greatly, especially marked is the difference 
between Android and iOS devices. To further complicate the ecosystem, the Wi-Fi Calling feature, if natively 
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integrated, can be turned on or off by default. Depending on the out of box setup experience for the device, the 
customer can be either delighted at being offered the service or can continue to use the device without any 
awareness of the availability of Wi-Fi Calling. This can affect the customer experience and adoption rate. 

The QoS while in a call also plays a major role in continued usage. No network can function flawlessly, 
including your home or office Wi-Fi where you expect better QoS to exist. The QoS of a Wi-Fi network can 
further deteriorate when a customer is using public Wi-Fi. Customers might be driven to disable the feature if 
they experience poor call quality due to the Wi-Fi network that is available, especially so if the device does not 
successfully hand over to the cellular network. The devices must be built with the intelligence to make 
decisions about the connectivity by selecting the best available. Since Wi-Fi Calling not a crucial part of the 
device functionality, unless customers are made aware of the feature continually, carriers cannot guarantee 
the same customer will re-enable the feature. 

9.2.2 Carrier’s Back-office Billing 

With the addition of Wi-Fi Calling, carriers are also introduced to new billing scenarios that can negatively 
impact the customer. Crucial decisions must be made from a carrier perspective on how to process calls and 
messages over Wi-Fi – this can vary greatly from carrier to carrier. Therefore, when a customer is making a call 
or sending messages over a Wi-Fi network, part of the user experience is the ability identify to them if their 
activity will result in a billing impact. Most devices will display to the user that calls are being made over Wi-Fi, 
but the end user has no understanding until after the bill arrives whether their calls were charged. 

A truly rich customer experience should be consistent across devices, giving them a native and similar 
experience regardless of the type of device used, and should not cause any negative billing impacts. 

9.2.3 Dependency on MNO Support for Coverage, Scale and User Experience 

A scalable mobile voice service will more or less depend on MNO’s macro wireless network and this brings 
challenges for non-MNO operators to create a mobile voice service at scale with proper experience. 

In detail, a voice service that is not MNO integrated (i.e. OTT) cannot benefit from the higher QoS levels 
provided in the MNO’s network via specific APN and dedicated bearer setup. The best effort data service in 
general can be lack of latency and jittering management. Additionally, 3GPP MNO networks can provide a 
legacy mobile voice network that can be a fall back voice coverage when the data driven access is not 
available/optimized, for example, when only a 2G CS (circuit switched) network is available, the MNO could 
facilitate a smoother CSFB/SRVCC voice handover between VoLTE and CS. Lack of credential and UI integration 
degrades the user experience for the OTT voice application. The OTT service has to carry an own set of user 
credential from access network’s and usually has to create a separate UA (user agent) from the native UA 
which will cause confusion for a user.  

 

10 Survey of WBA members for Wi-Fi Calling 

The Wi-Fi Calling group agreed on the relevance of launching a survey to retrieve feedback from WBA 
Operators on the current state-of-the-art of the technology and deployments. 

The survey consisted of 20 diverse questions, addressing the most relevant topics currently being discussed in 
the industry, such as technical solutions, deployment and roaming.  
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In total, 16 global operators (Integrated (Mobile+Fixed), Cable, and Wi-Fi) from 4 different continents 
participated in the survey. 

Key takeaways of the survey: 

 Deployments insights: 

o 75% of the responding operators are either deploying or plan to deploy Wi-Fi Calling in the near 
term.  

o Those who have deployed Wi-Fi Calling in several locations are actively working on improving the 
service at the deployed venues. 

o 50% of the responding operators plan to use untrusted Wi-Fi network voice calling even when no 
security is on that Wi-Fi network. 

o 70% of the responding operators consider emergency services critical to be supported in Wi-Fi 
Calling products. 

o All the responding operators plan to support seamless handover between Wi-Fi and cellular (either 
3G or 4G). 

o 25% of the responding operators plan to require ANDSF on the client devices to steer handover (Wi-
Fi <> cellular). 

 Current challenges: 

o Unclear business benefits and user experience were the two highest voted options by 
responding operators.  

o Devices’ configuration and provisioning, together with management of existing footprint of 
devices were also indicated as a challenge by responding operators. 

o Responding operators believe Quality of Service (QoS) is important in Wi-Fi Calling 
products. For instance, the user should be informed about whether the Wi-Fi network meets 
a minimum set of KPIs to support a satisfactory call. However, these mechanisms are still 
not available/implemented. 

o In terms of user agents/clients, most responding operators have not decided yet what to 
deploy as technologies are still evolving. 

o 70% of the responding operators consider that it would be important for the WBA to 
document device requirements to support Wi-Fi Calling. 

 

 Roaming relevance: 

o The most important technical feature responding operators would like to see in Wi-Fi 
Calling is international roaming (see Figure 17 below).  

o 70% of the responding operators consider Wi-Fi Calling roaming a key element as part of 
their offering. 

o 80% of the responding operators consider Wi-Fi Calling roaming a key element for the end-
user. 
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Figure 17 details the most important technical features indicated by operators:  

 

Figure 17 –Most important technical features responses in survey 

 
11 The Wireless Broadband Alliance’s role in promoting Wi-Fi Calling  

Considering the market opportunities, use cases, available technologies, standards and current hurdles 
described in this document, and the WBA’s aim to secure an outstanding end user experience for Wi-Fi access, 
WBA should work on bringing the Wi-Fi Calling experience to be on par with the cellular call by: 

addressing the issues and gap items identified in this work 

developing an end-to-end Wi-Fi Calling specification and standardization 

developing end-to-end certification and trials 

developing guidelines for deployments 

developing better, easier and more extensive roaming opportunities for Wi-Fi Calling, nationally and 
internationally. 

In general, here are a number of practical measures which the WBA and its Members could take in order to 
stimulate the adoption of Wi-Fi Calling: 

1. WBA operator members should not block the use of their Wi-Fi access networks for Wi-Fi Calling in 
untrusted mode. 

2. For Open SSIDs, this implies that DNS queries and ePDG connections should be permitted as soon as 
the UE is associated and has obtained an IP address. 

3. For closed SSIDs with 802.1x EAP authentication and 802.11i ciphering, this means that the Wi-Fi 
network shall grant an IP address to the UE, permit public DNS queries, IPSec/UDP, SSL and RTP/RTCP 
traffic to a controlled list of destinations (ePDG, IMS P-CSCF, SBC) even in the case where the EAP 
authentication failed. HTTP may be redirected to a captive portal in that case. Such experience is only 
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feasible for the EAP-PEAP method, as the UE and AP can still come to a common PMK (hence WPA2 
keys) regardless of the MS-CHAPv2 username/password provided.  

4. Enabling Wi-Fi Calling on WFA Hotspot 2.0R1 and 2.0R2 (Wi-Fi CERTIFIED Passpoint™) means that the 
Open OSU ESS or OSEN OSU ESS5 shall permit public DNS queries, and in addition also IPSec/UDP 
traffic and SSL traffic, to a controlled list of ePDG, IMS P-CSCF and SBC.  

5. Each WBA member should construct a list of permitted ePDG, IMS P-CSCF and SBC. This list would 
typically contain GSMA members’ ePDG/IMS (in the formats 
*.epdg.epc.mncXYZ.mccABC.pub.3gppnetwork.org and *.ims. mncXYZ.mccABC.pub.3gppnetwork.org6). 

6. WBA members may restrict this list to only HPLMN with which there’s a commercial agreement or 
international roaming agreement. 

7. The WBA should liaise with GSMA to extend roaming agreements to include IR.51 Untrusted Wi-Fi 
Calling (besides Trusted Wi-Fi Access – IR.61, IR.62). 

8. The WBA should extend this list by allowing its Members to publish their ePDG, IMS P-CSCF and SBC IP 
addresses in the WBA NGH Registry, also for (non-cellular) Members not having an MNC, for example in 
the format *.operatorID.wballiance.org). 

9. The list should also contain a WBA Member’s local (own) ePDG, IMS P-CSCF and SBC. 

10. WBA members operating HS2.0 should properly announce the Connection Capability element7 in the 
802.11 Beacon and Probe response messages and include the following ProtoPort tuples : 6-443 (TLS), 
6-5060 (SIP), 17-500 (IKEv2 ISAKMP), 17-4500 (ISAKMP and ESP when NAT-T is required), 50-0 (ESP 
without NAT-T). As discussed the destinations (ePDG/P-CSCF/SBC) can be further restricted to a list. 

11. The WBA should liaise with the Wi-Fi Alliance to extend the HS2.0 specifications to announce Wi-Fi 
Calling capabilities in the 802.11 Beacon and Probe response messages, namely in the HS Capability 
List element8. 

12. The WBA should issue a new specification document for Hotspot 2.0 OSU servers to allow signing up to 
Wi-Fi Calling services besides plain Wi-Fi access. The objective would be to allow Wi-Fi users to sign up 
to Wi-Fi Calling services offered by the visited HS2.0 operator or its partners, rather than solely by the 
home ePDG/IMS operator. Today the Home ePDG/IMS operators pre-configure their UE with the ePDG 
and P-CSCF FQDN9 and they will soon have the capability to announce both via 2G/3G/LTE Protocol 
Configuration Options (PCO)10. WBA members should also obtain means to propose their Wi-Fi Calling 
services, and the OSU server is an appealing mechanism as it is already in place for Wi-Fi access 
services. 

13. The WBA should impose the use of X.509 certificates for access to the ePDGs of its members and their 
partners, namely with EAP-TLS over IKE. A SIM shall not be required. The certificates should be installed, 
renewed and revoked in the same way as for HS2.0 data services. 

14. The WBA should impose a default APN for Wi-Fi Calling (“IMS”), which the ePDG resolves to establish 
connectivity to the local PGW – if not combined with the ePDG. 

 

5 Hotspot 2.0R2 Technical Specification v1.1.0 sections 5.4.1 and 5.4.2, respectively. OSEN = OSU Server-only authenticated layer 2 Encryption 
Network = an Extended Service Set (ESS) through which limited servers are accessible for registration and provisioning 
6 Managed by the GSMA according to the rules of IR.67 
7 Hotspot 2.0R2 Technical Specification v1.1.0 section 4.5  
8 Hotspot 2.0R2 Technical Specification v1.1.0 section 4.2  
9 e.g. through Apple’s Carrier Bundle and by operating an Entitlements Server, or through a Mobile Device Manager client 
10 Working item in progress for ePDG discovery via PCO; P-CSCF is already present in PCO 
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15. The ePDG shall provide the accurate location to the PGW and IMS. 

16. The WBA should leave the choice between pre-authentication11, SIP Digest authentication and 
certificate-based authentication to the IMS of its members. 

17. WBA Members should appropriately prioritize Wi-Fi Calling traffic (signalling & media streams if they 
can be distinguished12) in their access points and access networks, according to the recommendations 
of the WBA QoS group. 

18. Wi-Fi Calling via WBA members’ ePDG/PGW/IMS may be prioritized over Wi-Fi Calling via GSMA 
members’ ePDG/PGW/IMS except if there’s an international roaming agreement. 

 

11 PGW informs the AAA and HSS in advance of the IMS User Agent registering to the P-/I-CSCF 
12 I.e. if they are not both ESP-encapsulated 
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12 Conclusions 

Wi-Fi Calling has moved from novelty to necessity, and it now marks a new era for service providers. It virtually 
turns every Wi-Fi Access Point into a cellular tower.  

Wi-Fi Calling helps service providers to address their business challenges and it offers unique opportunities for 
them. It benefits everyone in the value chain including operators, device vendors and users. It solves coverage 
issues for operators in a simple and cost efficient way that can be used with any Wi-Fi network in anywhere in 
the world. Wi-Fi Calling also offers operators an opportunity to combat OTTs. It offers users a better experience 
with a simple solution integrated into the UEs that allows them use their single phone number when making 
and receiving calls and text messages globally without being worried about the big roaming charges from 
cellular services. Wi-Fi Calling also provides operator to extend their voice services to non-SIM based multi-
devices such as tablets, and notebooks. Wi-Fi Calling helps operators to reduce churn and attract new 
customers as well as increase usage by extending service reach.  

There is a huge operator interest in Wi-Fi Calling and it is poised to grow globally. In fact, Wi-Fi Calling 
complements VoLTE as it uses the same VoLTE IMS infrastructure and thus allows operators leverage their 
investments. As VoLTE becomes more widely established, device makers are implementing a complementary 
Wi-Fi Calling solutions and making VoLTE and Wi-Fi Calling transparent to users because making a voice call is 
the same for both services. 

Wi-Fi Calling provides a better solution for coverage issues than alternative options such as Small Cells, which 
would incur significant cost due to a separate installation and maintenance in customer premises. Since Wi-Fi 
Calling is closely aligned with VoLTE, as VoLTE deployments are being rolled out, it is further catalyzing the Wi-
Fi Calling service deployments, and it is expected to continue growing significantly over the coming years. 

However, there are a number of significant issues, challenges and gap items that were highlighted in section 9 
which could be significant impediments to Wi-Fi Callings deployments and usages, and hence they need to be 
addressed in the industry for further adoption of Wi-Fi Calling in the future.  

In order to provide a high quality Wi-Fi Calling experience, we need to ensure that there are end-to-end 
standards based solutions specified, implemented, tested and deployed. Recently, the introduction of Carrier 
Grade Wi-Fi solutions such as Passpoint and 802.11ac should help, and there are also some other solution in 
the technology pipeline. However, there is no end-to-end standard system specification that covers the issues 
captured in section 9, and implementation and deployments may vary based on the providers which might 
cause interoperability issues. Therefore, there is a great need for WBA to look into the Wi-Fi Calling 
standardization work internally and also work with the external relevant organizations to define and deliver an 
end-to-end Wi-Fi Calling system. Once the end-to-end system solution is put in place, WBA will start Wi-Fi 
Calling interoperability trials that cover various deployment models and options, building on the long and 
extensive experience of Next Generation Hotspots trails with many vendors and operators, 

WBA’s leading initiatives on Wi-Fi Calling will help the industry by providing the UE and infrastructure vendors 
and operators with end-to-end interoperability trials that will promote the scalable and standards-based 
solution development and deployment of Wi-Fi Calling globally. WBA is excited to work on it with its members 
and partner organizations. 

For more information, please contact the WBA PMO (pmo@wballiance.com). 

mailto:pmo@wballiance.com
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ACRONYMS AND ABBREVIATIONS 

Term  Description 
802.11 Specifications for WLANs 
2G Second Generation (Wireless communication system) 
3G Third Generation (Wireless communication system) 
3GPP 3rd Generation Partnership Project 
4G Fourth Generation (Wireless communication system) 
5G Fifth Generation (Wireless communication system) 
ANDSF Access Network Discovery and Selection Function 
APN Access Point Name 
AP Access Point 
ARP Allocation & Retention Priority  
CapEx Capital Expenditure 
CS Circuit Switch 
CSFB Circuit Switched FallBack  
DAS Distributed Antenna System 
DR-VCC Dual Receiver Voice Call Continuity 
EAP Extensible Authentication Protocol 
EAP-AKA/EAP-AKA’ EAP - Authentication and Key Agreement / EAP-AKA Prime 
eNB E-UTRAN NodeB 
EPC Evolved Packet Core 
ePDG Evolved Packet Data Gateway 
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E-UTRAN Evolved UMTS Terrestrial Radio Access Network 
GSMA GSM (Groupe Spéciale Mobile) Association 
GW Gateway 
HSP Home Service Provider 
IKEv2 Internet Key Exchange Version 2 
IMPI IP multimedia private identity 
IMPU IM Public user identity 
IMS IP Multimedia Subsytem 
IP Internet Protocol 
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IPsec Internet Protocol Security 
ISIM IP Multimedia Services Identity Module 
ISMP Inter-system mobility policy 
ISRP Inter-system routing policy 
LAN Local Area Network 
LTE Long Term Evolution (3GPP 4G technology) 
MAPCON Multi Access PDN Connectivity 
MME Mobility Management Entity 
MMS Multimedia Messaging Service 
MNO Mobile Network Operator 
MSC Mobile-services Switching Centre  
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MSO Mobile Service Operator 
MSP Mobile Service Provider 
MVNO Mobile Virtual Network Operator 
NBIFOM Network-based IP flow mobility 
NSWO Nonseamless WLAN offload 
OpEx Operational Expenditure 
OS Operating System 
OTT Over The Top 
PCC Policy and Charging Control 
P-CSCF Proxy Call Session Control Function 
PDN Public Data Network 
PLMN Public Land Mobile Network 
PRD Permanent Reference Document  
QCI QoS Class Identifier 
QoS Quality of Service 
RAN Radio Access Network 
SA Security Association 
SaMOG S2a Mobility based on GTP 
SGs Serving GPRS 
SIM Subscriber Identity Module 
SIP Session Initiation Protocol 
SMS Short Message Service 
SP Selection Policy  
TSCM Transparent single-connection mode 
TWAG Trusted Wi-Fi Access Gateway 
UA User Agent 
UE User Equipment 
UMA Unlicensed Mobile Access  
UMTS Universal Mobile Telecommunications System 
USIM Universal Subscriber Identity Module 
UTRAN UMTS Terrestrial Radio Access Network 
ViLTE Video over LTE 
ViWiFi Video over Wi-Fi 
VoLTE Voice over LTE 
VoWiFi Voice over Wi-Fi (Wi-Fi Calling) 
VPN Virtual Private Network 
VPN-PDG Virtual Private Network - Packet Data Gateway 
VSP Visited Service Provider 
WBA Wireless Broadband Alliance 
WFA Wi-Fi Alliance 
Wi-Fi 802.11 Wireless Networking (Wireless Fidelity) 
XCAP XML Configuration Access Protocol (network protocol) 
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