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About the Wireless Broadband Alliance

Founded in 2003, the aim of the Wireless Broadband Alliance (WBA) is to secure an outstanding user experience
through the global deployment of next generation Wi-Fi. The WBA and its industry-leading members are dedicated
to delivering this quality experience through technology innovation, interoperability and robust security.

Today, membership includes major fixed operators such as BT, NTT Communications, Comcast and Time Warner
Cable; seven of the top 10 mobile operator groups (by revenue); and leading technology companies such as Cisco,
Google and Intel. WBA member operators collectively serve more than 1 billion subscribers and operate more than
6 million hotspots globally. They also work with international operators to drive innovation, deliver seamless
connectivity and optimize network investments.

The WBA Board includes AT&T, BT, Boingo, Cisco, China Mobile, Intel, iPass, KT, NTT DOCOMO and Orange
France.

For more information about WBA, please email us at: contactus@wballiance.com

www.wballiance.com
www.twitter.com/wballiance
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Confidentiality

Privileged/confidential information may be contained in this document and any files attached in it (‘WBA
Documentation’).

Only WBA member companies who have signed the new WBA IPR Policy (Located at
http://extranet.wballiance.com/apps/org/workgroup/inf_cen/document.php?document_id=2125) and are the
intended recipient are entitled to receive, review or comment on this WBA Documentation.

If you are not the intended recipient (or have received this WBA Documentation in error), please notify the
sender and WBA (pmo@wballiance.com) immediately and delete this WBA Documentation. Any
unauthorized copying, disclosure, use or distribution of this WBA Documentation is strictly forbidden.



fﬁWireless

Broadband Alliance

Driving next generation Wi-Fi experience

Undertakings And Limitation of Liability

This Document and all the information contained in this Document is provided on an ‘as is’ basis without
warranty of any kind, either expressed or implied, including, but not limited to, the implied warranties of
merchantability, fitness for particular purpose, or non-infringement. In addition, the WBA (and all other
organisations who may have contributed to this document) makes no representations or warranties about the
accuracy, completeness, or suitability for any purpose of the information. The information may contain technical
inaccuracies or typographical errors. All liabilities of the WBA (and all other organisations who may have
contributed to this document) howsoever arising for any such inaccuracies, errors, incompleteness, suitability,
merchantability, fithess and non-infringement are expressly excluded to the fullest extent permitted by law. None of
the contributors makes any representation or offer to license any of their intellectual property rights to the other, or
to any third party. Nothing in this information or communication shall be relied on by any recipient.

The WBA also disclaims any responsibility for identifying the existence of or for evaluating the applicability of any
claimed copyrights, patents, patent applications, or other intellectual property rights, and will take no position on the
validity or scope of any such rights. The WBA takes no position regarding the validity or scope of any intellectual
property or other rights that might be claimed to pertain to the implementation or use of the technology described in
this document or the extent to which any license under such rights might or might not be available; nor does it
represent that it has made any effort to identify any such rights.

Neither the WBA nor any of the other organizations that may have contributed to this document will be liable for
loss or damage arising out of or in connection with the use of this information. This is a comprehensive limitation of
liability that applies to all damages of any kind, including (without limitation) compensatory, direct, indirect or
consequential damages, loss of data, income or profit, loss of or damage to property and claims of third-parties.
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Executive Summary

o Next Generation Hotspot (NGH) technology has deployed the most up-to-date secure and standard protocols
for Public Wi-Fi networks including authentication, encryption, and privacy. Supporting these protocols from an
end-to-end perspective makes both NGH users and operators immune to most known security risks.

o There are measures that NGH operators can take to further mitigate risks. Operators can improve the physical
security of the Access Points, properly handle the AP management and authentication and be able to
circumvent the latest user threats.

o NGH operators can take further measures to ensure that the hub and inter-connecting networks among
roaming partners are secure. Operators can establish VPN connections with roaming partners to protect the
exchanged messages.

o Other measures can ensure that the Layer-2 communication between the client and the network is secured,
by supporting Layer 2 (L2) traffic inspection and deactivating broadcast/multicast functionality.

o The objective of the WBA’s Next Generation Hotspot (NGH) program is to ensure that the highest possible
security standards are being built into the fundamental design of future Hotspots.
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1. Introduction

Currently, several operators are assessing Wi-Fi as a key component of their wireless data strategy, not only
because of the characteristics of this technology (i.e., unregulated and widely available), but also because of new
technical developments that Wi-Fi has been adopting to make it a secure and seamless technology for 3G/4G
Offload and international roaming. Properly managing Hotspot networks also ensures that service providers meet
any legally mandated government recordkeeping requirements for a particular market.

The WBA developed its Next Generation Hotspot (NGH) program with the objective of developing a completely
new experience for Wi-Fi customers. This program consists of two elements: the collaboration of global
organisations in the Wi-Fi ecosystem to promote the combined deployment of inter-operator Wi-Fi roaming, and the
development of comprehensive operator guidelines. The program deploys Wi-Fi CERTIFIED Passpoint™
equipment and aims to actively support service providers in the deployment of seamless offload and end-to-end
interoperability, establishing global best practices for the operator community. It builds on Wireless Roaming
Intermediary eXchange (WRIX), which offers standards-based comprehensive specifications and guidelines that
were developed by the WBA members and adopted globally by the public Wi-Fi operators’ ecosystem.

This white paper describes the security features involved in NGH network deployments, and its advantages. In
addition, the paper will explore advanced security solutions that service providers can implement to enhance end-
user security.

This white paper is organized in 6 chapters that cover the following topics:

e Authentication and Access Control. NGH chooses the most widely demonstrated secure and standard
mutual authentication protocols in the current industry. Supporting these authentication protocols from an
end-to-end perspective not only enables invalid mobile devices to be filtered out but also protects the
mobile devices from connecting to rogue hotspots.

o Strong Encryption and Integrity. NGH chooses the most widely demonstrated secure and standard
mutual authentication protocols in the industry today.

o Identity Privacy. Following relevant recommendations to various Extensible Authentication Protocol
(EAP) methods, users’ identity privacy can be preserved.

o NGH Operator’s Network Security. The secure operation of NGH relies on the proper management of
the physical security of AP, AP management and authentication, and backhaul network security.

o Roaming and Hub Security. NGH’s hub connection between roaming partners ensures the required
security level can be contractually determined and enforced both in the case of a direct network
connection between home and visited network provider and where a hub is used

o L2 Security. Next Generation Hotspots support secure authentication and access control in addition to
strong encryption and integrity. NGHs also support L2 traffic inspection and filtering, and the ability to
disable multicast/broadcast traffic.

2. Authentication and Access Control

Well-operated networked systems require solid authentication mechanisms. Mobile devices must ensure that
the network to which they are trying to connect is the one it claims to be. The network must in turn make sure
that the mobile device is authenticated before it uses any network resources. This is called “Mutual
Authentication”.

Access Control is the way to control the accessibility of network resources. Access Control is required in
order to execute the mutual authentication results and ensure that only authenticated devices are able to
access the network resources. Taking advantage of the existing extensible authentication and access control
framework defined in IETF and IEEE and the WPA2-Enterprise certification program, NGH provides strong
mutual authentication and access control capabilities.
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Credentials and related EAP methods that are supported by NGH are described in Table 2-1. NGH APs
should be able to support all EAP methods and credential types listed in Table 2-1. Mobile devices with
SIM/USIM should support all EAP methods listed in Table 2-1 and their associated credential types. Mobile
devices without a SIM/USIM do not need to support EAP-SIM and EAP-AKA.

Credential Type EAP Method
Certificate EAP-TLS[4]
SIM/USIM EAP-SIM [6], EAP-AKA [7]

Username/Password (with server side certificates)

EAP-TTLS [5] with MSCHAPv2

Table 2-1 Credential Type and EAP Method

According to the Security Claims Terminology laid out in RFC 3748, the properties of the four EAP methods
used in NGH are analysed in Table 2-2.

| EAP-SIM | EAP-AKA | EAP-TLS EAP-TTLS
Authentication igzlé?lr;%e ¢ gtsggzﬁgir(;dl “ Cert@ficate & E:;tgirg:/zttig)rl;zlLi/
mechanism authentication pased secret based on E;Jyt;![gggghy + Username &

on SIM credential USIM credential password

Eé;t;?;zgr?ipher S No No Yes Yes
Mutual authentication Yes Yes Yes Yes
Integrity Protection Yes Yes Yes Yes
Relay Protection Yes Yes Yes Yes
Confidentiality Yes Yes Yes Yes
Key derivation Yes Yes Yes Yes
Key strength 128-hit 128-bit 128-hit equivalent | Up to 384 hits
Dictionary attack N/A N/A Yes Yes
Fast reconnect Yes Yes Yes Yes
Cryptographic binding N/A N/A N/A N/A
Session independence | Yes Yes Yes Yes
Fragmentation No No Yes Yes
Channel binding No No No No

Table 2-2 NGH Authentication Method Properties
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For access control, IEEE 802.1x defines two logical port entities: the "controlled port" and the "uncontrolled
port". The controlled port is manipulated by the 802.1x PAE (Port Access Entity) to allow (in the authorized
state) or prevent (in the unauthorized state) ingress traffic to and egress traffic from the controlled port. The
uncontrolled port is used by the 802.1x PAE to transmit and receive EAPOL frames.

In summary, NGH has adopted the most widely demonstrated secure and standard mutual authentication
protocols in the industry today. Supporting these authentication protocols from an end-to-end perspective
does not only filter out invalid mobile devices but also protects the mobile devices from connecting to rogue
hotspots.

Strong Encryption and Integrity

Encryption and integrity of NGH is based on the WPA2-Enterprise certification program, which provides both a
strong standard encryption algorithm and encryption protocol.

Advanced Encryption Standard (AES) is defined as a Federal Information Processing Standard (FIPS
Publication 197) and is the first publicly available encryption mechanism that meets the requirements of the
US government for protecting sensitive and classified information. To date, AES has proven to be extremely
resilient in the face of the high number of published attacks triggered by AES’s wide adoption. The data
travelling across a WPA2 network is encrypted by AES, and this combination provides the most advanced
standards-based data encryption method available. AES support is required by many protocols and
applications used worldwide in enterprise networks.

IEEE 802.11i and WPA2 mandate the use of CCMP, an encryption protocol in which the same key is used for
both encryption and integrity protection using AES. AES is a block cipher that operates with multiple key
lengths and block sizes. IEEE 802.11i and WPA2 mandate the usage of AES with 128-bit keys and 128-bit
blocks. The AES encryption keys are derived from the PTK (Pairwise Transient Key) using the four-way
handshake defined by the IEEE 802.11i key management protocol.

The inclusion of AES within WPA2 gives Wi-Fi users access to one of the most widely tested and widely
applied encryption standards. Today, AES is used across multiple data transport technologies and has
withstood extensive scrutiny by cryptographers.

In a summary, NGH provides the most evaluated and widely demonstrated encryption and integrity protection
mechanisms. Through the correct use of these protection mechanisms, NGH operators can ensure data
confidentiality and integrity.

Identity Privacy

Identity privacy ensures that the identity of an end user is not revealed during the EAP authentication protocol
exchange. ldentity privacy is an important consideration in deploying EAP authentication in a Wi-Fi network.
Mechanisms exist in defined EAP methods to ensure that the identity of the end user is conveyed only after a
secure link is established. This section describes deployment considerations to ensure that identity privacy is
provided.

4.1 EAP-TLS

When EAP-TLS is used, it is recommended that implementations follow IETF recommendations to support
privacy [4]. Utilizing a private Network Access Identifier (NAI) [11] in the EAP-Response/ldentity, and
transmitting the peer certificate within a TLS session to provide confidentiality, avoids any disclosure of the
username. An identity of the form anonymous@tls.myisp.com can be included in the initial EAP-
Response/ldentity packet.
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In a roaming scenario, an anonymous NAI must include the Home Service Provider (HSP) realm. This realm is
required by the Visited Network Provider (VNP) to redirect EAP Response/ldentity with an anonymous NAI
towards the HSP EAP authentication server. For accounting purposes, the usage of "Chargeable-User-
Identity" by the HSP is recommended in order to accurately correlate sessions of the same user [14].

4.2 EAP-TTLS

When EAP-TTLS is used, it is recommended that implementations follow IETF recommendations to preserve
user anonymity [5], and include, for example an identity of the form "anonymous@ttls.myisp.com" in the initial
EAP-Response packet.

In a roaming scenario, an anonymous NAI must include Home Service Provider (HSP) realm. This realm is
required by the Visited Network Provider (VNP) to redirect EAP Response/ldentity with an anonymous NAI
towards the HSP EAP authentication server. For accounting purposes, the usage of "Chargeable-User-
Identity" by the HSP is recommended in order to accurately correlate sessions of the same user [12].

4.3 EAP-SIM

When EAP-SIM is used, it is recommended that implementations follow IETF recommendations to preserve
user anonymity through the use of temporary identities (Pseudonym Usernames and Fast re-authentication
usernames) as defined in RFC 4186, sections 4.2 and 12.2. The pseudonym identity is also defined in 3GPP
TS 23.003, section 19.3 [13].

In a roaming scenario, a pseudonym identity must include the Home Service Provider (HSP) realm
(@myoperator). This realm is required by the Visited Network Provider (VNP) to redirect EAP
Response/ldentity with an anonymous NAI towards the HSP EAP authentication server. For accounting
purposes, the usage of "Chargeable-User-ldentity" by the HSP is recommended in order to accurately
correlate sessions of the same user [14].

4.4 EAP-AKA

When EAP-AKA is used, it is recommended that implementations follow IETF recommendations to preserve
user anonymity through the use of temporary identities (Pseudonym Usernames and Fast re-authentication
usernames) as defined in section 4.1 of [7] and section 3 of [8] . The pseudonym identity is also defined in
3GPP TS 23.003, section 19.3.

In a roaming scenario, a pseudonym identity must include the Home Service Provider (HSP) realm
(@myoperator). This realm is required by the Visited Network Provider (VNP) to redirect EAP
Response/ldentity with an anonymous NAI towards the HSP EAP authentication server. For accounting
purposes, the usage of "Chargeable-User-ldentity" by the HSP is recommended in order to accurately
correlate sessions of the same user [12].

NGH Operator’s Network Security

5.1 Hotspot Physical Security
The physical hotspot network as deployed in a roaming location can be roughly divided into three
classes of equipment: the centralized controller (or gateway); the access points (APs); and the
(communications/network) link between these two types of equipment.
A centralized controller or gateway is typically used to manage all network traffic, to monitor and
manage APs, and to provide core configuration and authentication services. This gateway is either

present on premises in a secure location, or is housed in a data center controlled by the operator and
connected using secure connections.

10
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By placing this controller in a restricted area and controlling access to the controller through the use of
industry standard security procedures, the network operator can ensure that unauthorized
configuration changes cannot take place. This approach is similar to what is used in cellular networks
today.

APs should be deployed in locations that are as physically secure as possible, i.e. high on walls or on
ceilings where the physical AP is not easily reachable. This lack of physical access makes it more
difficult for a malicious entity to physically manipulate the AP. As discussed in the next section, APs
tend not to have on-AP configuration and rely on their secure controller to function. In the event that
the physical security of an AP was compromised, it would not be practically possible to exploit the AP
without also compromising the controller.

The link between the AP and the controller is formed by the in-venue network infrastructure, which can
either be a wireless or wired core network. It is common in NGH deployments for all configuration and
management network traffic between the AP and controller to be encrypted. Even if a malicious user
were to gain access to the physical network, such access would be of ho use without access to the
controller as well.

AP Authentication and Management

The typical NGH Wi-Fi network consists of an access point managed by a central controller in the
network. The AP infrastructure serves to deliver the Radio traffic to the user. However, as described in
previous chapters, the role of the AP in core user authentication on the network is that of a conduit to
the home operator’s AAA (Authentication, Authorization, Accounting) infrastructure.

Any AP in a given access network is securely connected to the network’s controller, allowing for
central authentication and management. Any new AP that is added to a given network has to establish
a secure connection to the controller in order to be able to authenticate a user on the network. As the
controller is a centrally managed appliance under network operator control, the task of consistent
management is simplified. The addition of unauthorized APs, or the unauthorized modification of AP
configurations, is not possible without access to the controller.

Standalone AP Authentication

While central authentication and management is vital, there might be instances where an AP on a Wi-
Fi network may not have access to a home operator's AAA. To authenticate clients, APs on roaming
networks rely on a home operator's AAA that is generally housed some distance away. The
authentication traffic must travel over a WAN link and there is a possibility that the link could fail or the
AP simply cannot reach the AAA servers for some reason. In such scenarios, a fall back mechanism
should be provided to allow the AP to act as a standalone Local Authenticator, allowing the clients to
access the network to perform mostly local tasks.

In order for the AP to achieve local authentication or backup authentication, it should be configured to

function as a Local Authentication server. It can be configured to authenticate clients using LEAP or
MAC-based authentication.

Backhaul Security
The NGH model anticipates the offload of traffic destined for the Internet at the local hotspot, relying

on built-in application security to protect this traffic on the Internet at large. This approach provides for
a generally acceptable level of security compared to traffic sourced from other access method.

11
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In some network deployment scenarios, all network traffic originating from a number of roaming
networks is backhauled to a central hub location in a star network topology. Secure links must be
deployed to connect the remote networks to the hub.

There is an additional provision for sensitive traffic, or operator-specific traffic that should be
backhauled to an operator's home network. For example, operator-specific services such as licensed
specific content or traffic destined for a home operator’s internal systems may be carried over a VPN
tunnel originated from the network gateway and connected directly to the home service provider's
network. Only traffic that meets the criteria and originates from an authenticated user of the relevant
operator will be carried through such a tunnel.

This approach ensures that that the level of security for traffic through the network is comparable to
what the end user would see when using a typical cellular network.

Roaming and Hub Security

The primary method of communication between visiting networks, home networks and hubs for AAA traffic is
the RADIUS protocol as defined by the IETF. In itself, this protocol provides limited security. The NGH
approach to roaming relies on trusted VPN connections between the visited networks, hubs and home
network providers to ensure traffic remains secure.

All traffic related to user authentication using the EAP methods described in chapter 2, as well as any
Wireless Roaming Intermediary Exchange (WRIX) data exchange required to make the roaming connection,
is secured using the VPN connection.

The entities establishing the VPN connections over which this traffic is exchanged are individually responsible
for establishing the point-to-point VPNs. This ensures that the home service provider can agree with the
visiting network or hub provider on an acceptable level of encryption and security to protect traffic.

Where a hub provider is involved, this provider can in turn enforce the home network’s administrative security
policies on behalf of the home service provider with respect to the connections to the administrative service
provider’s network.

This approach ensures the required security level can be contractually determined and enforced both in the
case of a direct network connection between home and visited network provider, and in cases where a hub is
used. For service providers with many roaming agreements, usage of a hub to provide an integrated security
solution can create an efficient solution to security enforcement.

Additional Layer 2 Security Features

Next Generation Hotspots support secure authentication and access control (see section 2) in addition to
strong encryption and integrity (see section 3). NGHs also support L2 traffic inspection and filtering, and the
ability to disable multicast/broadcast traffic, as described below in L2 Traffic Inspection and Filtering [1]

7.1 L2 Traffic Inspection and Filtering

L2 inspection and filtering prevents frames, exchanged between two mobile devices, from being
delivered by the Wi-Fi access network without first being inspected by and filtered in either the hotspot
operator network or the SP core network. Such processing provides protection for mobile devices
against some types of malicious attacks.

APs support inspection and filtering of data frames exchanged between mobile devices in the same

Basic Service Set (BSS) or Extended Service Set (ESS) according to the WFA Hotspot 2.0
Specification. The inspection is aimed at identifying MAC Service Data Units (MSDUSs) that match a

12
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specific set of traffic filters in the entity performing the filtering. Only MSDUs addressed to a certain
mobile device from another mobile device that do not match the set of enabled filters are delivered to
the addressed mobile device. The aim of the filtering is to provide protection of a mobile device from
attacks by other mobile devices.

NGH operators are required to deploy a firewall function in their hotspot network. The firewall function
must either reside in an AP or in an external entity to which the AP is connected. The firewall protects
both the AP and mobile device from Internet-based attacks and it also protects a mobile device from
attacks by other mobile devices.

Proxy-ARP service, as per IEEE 802.11v™-2011, should be enabled to prevent ARP spoofing attacks
to a mobile device from another mobile device belonging to the same BSS or ESS.

7.2 Deactivation of Broadcast/Multicast Functionality

Passpoint™ Certified equipment supports deactivation of Broadcast/Multicast functionality. The
purpose of this feature is to mitigate the so-called “hole-196” attack.

When multicast/broadcast capability is disabled, the AP uses proxy-ARP service, as per IEEE
802.11v, to provide Address Resolution Protocol functionality (ARP).

When multicast/broadcast capability is enabled, the usage of proxy-ARP service is recommended.

Conclusion

Earlier WBA work on Wi-Fi Hotspot security reviewed the security issues with current Wi-Fi Hotspots and
recommended some remedies for them [1].

This white paper highlights the NGH security capabilities. NGH makes a number of existing IEEE 802.11
security features and WPA2-enterprise mandatory, and transforms the security position of devices connected
to hotspots with guaranteed mutual authentication and over-the-air encryption, as well as restricted peer-to-
peer traffic. Thus, NGH hotspot security solution mitigates many of the issues highlighted in the earlier WBA
security work [1], including: Traffic Sniffing and Man-in-the-Middle Attack, and brings Wi-Fi hotspot security on
a par with cellular security.

Additional Wi-Fi Hotspot security features will be incorporated in the future releases of Wi-Fi Alliance
Passpoint Certification, which will also address some of the security issues regarding the provisioning of
subscriber devices with credentials and online signup. It will ensure users are communicating with the
intended service provider’s network and protecting communication between the mobile device and network. It
will also enable RSN-based secure authorization and access to free public hotspots providing over-the-air
encryptions and authentication of a user’s identity.

NGH removes many of the obstacles to simple, seamless and secure access to public Wi-Fi hotspots, while
NGH security capabilities bring a cellular-like security experience to Wi-Fi hotspots.

13
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Acronyms And Abbreviations

NGH

Next Generation Hotspot

EAP

Extensible Authentication Protocol or EAP is used to
pass the authentication information between the
supplicant (e.g. the Wi-Fi device) and the authentication
server (usually a radius server). The actual
authentication is defined and handled by the EAP type.
It provides an authentication framework and is used in
the 802.1X based authentication

AES

Advanced Encryption Standard

Hotspot

A site that offers public access to packet data services
(e.g., the Internet) via a Wi-Fi access network.

HS2.0/Passpoint

Wi-Fi Alliance (WFA) Hotspot 2.0 solution based on
IEEE 802.11u and WFA extensions.

NAI Network Access Identifier (NAI), The Network Access
Identifier (NAI) is the user identity submitted by the
client during network access authentication.

HSP Home Service Provider

VSP Visited Service Provider

CUI Chargeable-User-Identity, a Radius attribute that can be
used by a home network to identify a user for the
purpose of roaming transactions that occur outside of
the home network.

WRIX Wireless Roaming Intermediary eXchange

RSN Robust Security Network: is a protocol for establishing

secure communications over an 802.11 wireless
network. RSN (Robust Secure Network) is part of the
802.11i standard.
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