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Asia Telecom Summit

Full Program Agenda

3rd — 4th February — WBA Members Only Working Sessions
Start time: 10:00 ET; 07:00 PT; 23::00 Singapore; 15:00 GMT

4t February — WBA Members Only Working Sessions: Briefing for Asia-based members
Start Time: 08:30 PST — 11:30 EST; 16:30 BST — 17:30 CET

ASIA TELECOM SUMMIT OPEN CONFERENCE: start time 16:00 Singapore; 08:00 GMT; 03:00 ET; 00:00 PT

Tuesday 19t January Wednesday 27t January Thursday 28t January Tuesday 2" February Monday 8t February
Wi-Fi & 5G: The Path
WBA Executive OpenRoaming™  Next Generation of To Convergence Next Gen Wi-Fi
Plenary Transforming Wi-Fi &
Public & Guest 1]
Wi-Fi Wi-Fi & 5G: The Path

To Convergence

12:30 AM Singapore
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WBA Executive Plenary

Tiago Rodrigues Eric McLaughlin Dr. Derek Peterson Mark Grayson Nimisha Taylor



WBA Executive Plenary éi véugﬁsé ELE?SL
WIRELESS BROADBAND ALLIANCE
TODAY’S AGENDA
08:00am Introduction & Welcome
(GMT) Tiago Rodrigues, CEO, Wireless Broadband Alliance
08:05am How will Wi-Fi Connect the World in 2021
(GMT) Tiago Rodrigues, CEO, Wireless Broadband Alliance
08:25am Wi-Fi 6E: Accelerating in 2021
(GMT) Eric McLaughlin, VP Client Computing Group, GM Wireless Solutions Group, Intel Corporation
08:45am Bridging the Gap in the 5G Era: Wi-Fi and Cellular
(GMT) Dr. Derek Peterson, CTO, Boingo Wireless
09:05am OpenRoaming™: Raising the bar for Wi-Fi privacy
(GMT) Mark Grayson, Distinguished Engineer & WBA OpenRoaming Standards Group Chair, Cisco.
09:25am Competition and Regulation for Wi-Fi in 2021
(GMT) Nimisha Taylor, Competition & Regulation Specialist
09:45am Close
(GMT) Tiago Rodrigues, CEO, WBA
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Introduction & Welcome

TIAGO RODRIGUES

CEO, WIRELESS BROADBAND ALLIANCE
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WELCOME TO ALL NEW MEMBERS 2020-2021 (‘i WIRELESS
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COVID19 PANDEMIC REINFORCED THE ROLE OF Wi-Fi (‘i WIRELESS

* 55% more confident about investing in Wi-Fi.

* 65% already implemented Passpoint-OpenRoaming or

d" WIRELESS
planning to do it in 2021. t

gy DRIVI

WBA Annual
Industry Report

* 67% said convergence (Wi-Fi & Cellular) is very 2021

important for future strategy.

Source:

Wireless Broadband Alliance
Author(s):

Adlane Fellah & Caroline Gabriel
Issue date:

November 2020

Version:

Final

* Most deployed technology will be Wi-Fi 6/6E, with +65%
already implemented, or planning to do it in 2021.

* Wi-Fi traffic grew due to the pandemic.
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COVID19 PANDEMIC REINFORCED THE ROLE OF Wi-Fi 4 WIRELESS

TOP WI-FI DEPLOYMENTS PER VERTICAL TOP APPLICATIONS DRIVING FUTURE WI-FI TRAFFIC

Smart Cities _ 57% Streaming & Video Services _ 53%
Retail _ 39% Wi-Fi loT Services _ 48%
Education Campus _ 38% Wi-Fi Roaming Services _ 35%

Hospitality _ 35% Wi-Fi Calling Services _ 29%

Smart Transportation _ 34% VR & AR Applications _ 26%

Stadiums & Convention Centers _ 29% Smart Home Services _ 22%

Healthcare _ 25% Analytics & Big Data Applications - 18%

Source: WBA Annual Industry Report 2021, Nov 2020
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2020 KEY OUTCOMES FROM WBA (‘i

U OPENROAMING

RELESS BROADBAND ALLIANCE

ECOSYSTEM POLICY AUTHORITY

PoLICY
ENABLED FEDERATION

=5
Gp

OpenRoaming on the rise to define
the Global Standard for Public Wi-Fi

WIFIi4EU o
5 METTIS I.'(C:

Enlargement of collaboration with
Enterprises, Cities & Regulators

Wi-Fi 6/6E Trials promoting adoption
worldwide for carriers & enterprises

2011 2012 2013 2014 2015 2016 2017 2018 2019 2020

17 Work Programs set a new record
with large membership engagement

0O

WIRELESS

BROADBAND ALLIANCE

®
009

e—-_O— ®

() ®¢00°

Home Broadband, Wi-Fi Sensing &
loT raising relevancy

2.76Bn

ONLINE READERSHIP*

643

EDITORIAL ARTICLES FROM
PRACTIVITY

5.7M

ESTIMATED COVERAGE
VIEWS*

8100

SOCIAL SHARES

Industry engagement, visibility and
recognition at a new level
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2021 WBA PROGRAM ROADMAP

[])

NextGen

éi WIRELESS

BROADBAND ALLIANCE

Roaming Testing & Interop

Work Group

5G & Wi-Fi Convergence in Wi-Fi in
Private 5G Networks Industrial loT

Rural Wi-Fi

AR & VR Requirements &
Deployment Guidelines

WBA OpenRoaming
Work Group

Task Group

- In progress In pipeline

Policy & Regulatory Affairs

Work Group

Wi-Fi 6 & 6 GHz
Trials

In-Home
Multi-AP Solutions

Wi-Fi Sensing
Deployment Guidelines

Trackside Connectivity
Guidelines

Work Group Work Group
In-Flight Connectivity Wi-Fi IMSI
OpenRoaming Privacy Protection
OpenRoaming for Private Captive Portal
Cellular Networks Onboarding Evolution

Passpoint Profiles & Wi-Fi & Devices
RCOIls Prioritization Identification

Blockchain Settlements
for WRIX

ETE WBA Certification

Work Group Task Group

More Information regarding WBA projects (https://wballiance.com/what-we-do)
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OPENROAMING: OPPORTUNITIES FOR NEW BUSINESS MODELS (‘i WIRELESS

BROADBAND ALLIANCE

WBA OpenRoaming™ is a framework that brings
together key capabilities to create the federation and
enables it to scale and work on a global basis.

WEBA OpenRoaming™
Identity Providers

WBA OpenRoaming™
- Wi-Fi Network Providers
= :
Mobile Operators Uw] OPENROAMING

WIRELESS BROADBAND ALLIANCE Operators

ECOSYSTEM POLICY AUTHORITY Hospitality &

Convention Centers

Cable Operators

POLICY

CERTIFICATE EMNABLED FEDERATION

POLICY & MANAGEMENT

ISPs - Airports & Transportation
- OPERATED CLOUD . H . -
o FEDERATION MM oy,
Brand-Loyalty Programs Education & Cities
- ' & Governments
Device-Chipset Manufacturers ngg-:;fﬂ&h:;ﬂ
Internet &

Social Media Providers o — Sports Stadium & Arenas
Other Public-Guest = i Automatic and Corporate Offices & other

Wi-Fi Providers T e | Public-Guest Wi-Fi Venues

Enable Wi-Fi networks to
receive millions of customers

Enable customers with credentials to
connect to millions of Wi-Fi Networks

Time to turn the page and make Public-Guest Wi-Fi simple and secure to all
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OPENROAMING: LATEST NEWS

OpenRoaming deployed in Municipalities from WIFI4EU
g

-
L \ BROADBAND ALLIANCE

End game: Seamless and secure roaming across different Project milestones:
municipalities, with fast and reliable authentication

Middelburg Gog 0P /;50'“ ~ 2 Eindhoven \\ @ & V Enab.ll.ng 4 (;Jlffgrent 3
oot °EE e Velo @ Dulsburg municipalities in Belgium
: Dusseldo with different mix of vendor
mm :
€ OEM, IT integrators, brokers

involved in each scenario

Roe! H( ond
R nchengladbach | &
Le

« User onboarding simple and

straightforward:

« off the shelf profile available
from device and operating
system vendors, e.g. Samsung,
Google)

' Onboarding portal possibility
for local credentials

3 [ Nemur
Ch 1rlc ol

0/ § g
Valenciennés’ thﬂ.uwu\)e

(%) OPENROAMING N
i + System stability and

interoperability with any
Wi-Fi networks

Saint-Quentin

t % BROADBAND ALLIANCE

Samsung Galaxy S21 ultra
Wi-Fi 6E, 5G & OpenRoaming ready

OpenRoaming deployed in several Cities in Spain by WIONGO Networks

Tourist Hotspots in Spain to Provide Secure, Auto-
Connected Wi-Fi With First Spanish Deployment
of WBA OpenRoaming™ by WIONGO

London, 21st Oct 2020 - T
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Wi-Fi 6 AND Wi-Fi 6E GLOBAL TRIALS PROGRAM ("i WIRELESS

. 9 +20 Trials
COMCAST 9 " Q 9M across the globe

Cablelabs 9 9 i - % kt on Wi-Fi 6 and

S MRS oo e Wi-Fi 6E
AT&T 9 SK telecom
JoIn the trials
boingo to accelerate
Q Wi-Fi 6 & Wi-Fi
6E adoption
. - boingo f;:' Cablelabs > METTIS @[ SI?':elecom
O s = o n o

Entertainment - ATRT Transportation ..s.sies I ' Residential kt Industrial Smart Villages/ Smart Cities BORDEAUX
(Stacia) @ COM(‘:AST (Single and multi units) T = LastMile CDOT (Outdoor) -——%é METROPOLE
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Wi-Fi 6 & 6E TRIALS: LATEST REPORT

di WIRELESS

BROADBAND ALLIANCE

5 METTIS il
: 1__{

INDUSTRIAL MANUFACTU RING

di WIRELESS

BROADBAND ALLIANCE

BROADBAND ALLIANCE

K

-FI 6 TRIAL REPORT

HIGH DENSITY MALLS

cigmeLEss

TRIAL REP

RESIDENTIAL:

Download latest Report on WBA Wi-Fi 6 and Wi-Fi 6E Trials at www.wballiance.com

Cablelabs m KYRIC

SINGLE-FAMILY AND MULTI-DWELLING UNITS

éﬁwma.sss

BROADBAND ALLIANCE

q WIRELESS

BROADBAND ALLIANCE

£ [ e

TR REPORT
6 TRIAL \

TRANSPORTATION HUBS

QigmeLEss

BROADBAND ALLIANCE

WI-Fl 6 TRIAL REPORT

EDUCATION IN RURAL AREAS
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Wi-Fi 6 & 5G CONVERGENCE GRWIRELESS

Global Wi-Fi & 5G
Architecture Building
Blocks

(o

e »>>>

5G and Wi-Fi RAN Convergence

Aligning the Industry on Opportunities and Challenges

5G Core

UPF-ATSSS

EJ

\ ((( 1)))
s

Delivery

Wi-Fi

(e

Wi-Fi Access Service

N

e

A

WBA Role:

. Verticals test plans and trials

. Enablement of Wi-Fi Only Devices

. Use of an access-neutral mechanism
. End-to-end service delivery over Wi-Fi

. Network Manageability and Policy Control «  ATSSS for traffic routing

i Wé'Fi <> 5G RAN Driving requirements and early
onvergence
& trials mcludmg coeX|stence
L - & WIRELESS « ®IEEE
WBA Role: @ §SMmELEES g oty

for Humanity

. Traffic Routing across Multiple Accesses
. EAP authentication framework o
+  WLAN Gateway Function (N3IWF/TNGF) % Kicking-off

trials on Q1
. End-to-end QoS across 5G and Wi-Fi 2021
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IF YOU ARE INTERESTED IN ANY OF THE
WORK PROGRAMS PRESENTED

More information at www.wballiance.com/membership

THANK YOU

Tiago Rodrigues, WBA CEO, tiago@wballiance.com

WIRELESS GLOBAL
q CONGRESS

WIRELESS BROADBAND ALLIANCE
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WBA Executive Plenary éi ‘E'BEﬁsé‘ I(:E‘Lé)gﬁg.
WIRELESS BROADBAND ALLIANCE
TODAY’S AGENDA
08:00am Introduction & Welcome
(GMT) Tiago Rodrigues, CEO, Wireless Broadband Alliance
08:05am How will Wi-Fi Connect the World in 2021
(GMT) Tiago Rodrigues, CEO, Wireless Broadband Alliance
08:25am Wi-Fi 6E: Accelerating in 2021
(GMT) Eric McLaughlin, VP Client Computing Group, GM Wireless Solutions Group, Intel Corporation
08:45am Bridging the Gap in the 5G Era: Wi-Fi and Cellular
(GMT) Dr. Derek Peterson, CTO, Boingo Wireless
09:05am OpenRoaming™: Raising the bar for Wi-Fi privacy
(GMT) Mark Grayson, Distinguished Engineer & WBA OpenRoaming Standards Group Chair, Cisco.
09:25am Competition and Regulation for Wi-Fi in 2021
(GMT) Nimisha Taylor, Competition & Regulation Specialist
09:45am Close
(GMT) Tiago Rodrigues, CEO, WBA
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Wi-Fi 6E: Accelerating in 2021

ERIC MCLAUGHLIN

VP CLIENT COMPUTING GROUP,
GM WIRELESS SOLUTIONS GROUP, INTEL CORPORATION




WI-FI 6E: Accelerating in 2021

Eric McLaughlin

VP Client Computing Group, GM Wireless Solutions Group
Intel Corporation

intel.



6 GHz Wi-Fi 6E Certification Program in Place

Wi-Fi Alliance® delivers Wi-Fi 6E certification program

Wi-Fi® interoperability in 6 GHz promotes worldwide innovation and diverse ecosystem

“Wi-Fi 6E will see rapid adoption in 2021 with more than 338
million devices entering the market...”

Wi-Fi CERTIFIED 6™ - Phil Solis, research director at IDC

Worldwide Wi-Fi 6E

interoperabilit
' / “We are delighted Intel® Wi-Fi 6E AX210 will be the first PC client

@B solution to receive Wi-Fi 6E certification...”
CERTIFIED

Eric McLaughlin VP, Client Computing Group;
GM, Wireless Solutions Group, Intel Corporation

Wi-Fi Alliance® (Jan-2021)

Certification is essential
to ensure Wi-Fi interoperability |

WBA — Asia Telecom Summit (Jan-2021)


https://www.wi-fi.org/news-events/newsroom/wi-fi-alliance-delivers-wi-fi-6e-certification-program

Jan’21: Wi-Fi 6E is Finally Here!

ROUTERS (8) PRESS SMARTPHONES (1)

’f!i‘ = Samsung (1)
- - Galaxy S21 Ultra
Asus (1) \ Wi-Fi 6E: What Is It and When Can You Buy It?

« ROG Rapture GT-AXE11000 The National Interest (Jan-2021)
DESKTOP MOTHERBOARDS (9)

@

C o . . . Asus (2) "
Netgear (1) Wi-Fi’s biggest upgrade in decades is starting to Msl (4)
* Nighthawk RAXE500 arrive The Verge (Jan-2021) Gigabyte (2) A

Asrock (1)

TP-Link (4)

The First Wi-Fi 6E Routers Are Going to Make You LAPTOPS (13)
* Archer X206, X96

Feel Really Mad About Already Buying a Wi-Fi 6 Dell (6)

* Deco X76, X96 Mesh Router Gizmodo (Jan-2021) ‘B : E - Latitude 9420 (EVO) + 9520
> = - Latitude 5320, 5420, 5520
- Precision 3560
Linksys (1) j . = MsI(5)
« AXES8400 Mesh Wi-Fi 6E and 5 GHz for laptop. Intel introduced - GE76/GE66 Raider

mobile processors Tiger Lake-H35 - GS66 Stealth
Gadget Tendency (Jan-2021) - - Creator 15

Xiaomi (1) - Summit E13 Flip
=  Razer(2)

* Wi-Fi 6E AX6000 - - Blade Advanced 15
CES: Intel debuts Wi-Fi 6E on vPro platform

- Blade Pro 17

Wi-Fi NOW (Jan-2021)

More to come...

2021 Wi-Fi 6E acceleration begins in Q1’21

WBA — Asia Telecom Summit (Jan-2021)



https://nationalinterest.org/blog/techland/wi-fi-6e-what-it-and-when-can-you-buy-it-176115
https://gadgettendency.com/wi-fi-6e-and-5-ghz-for-laptop-intel-introduced-mobile-processors-tiger-lake-h35/
https://wifinowglobal.com/news-and-blog/ces-intel-debuts-wi-fi-6e-on-vpro-platform-commscope-expands-surfboard-family/
https://gizmodo.com/the-first-wi-fi-6e-routers-are-going-to-make-you-feel-r-1845987053
https://www.theverge.com/2021/1/7/22212938/wifi-6e-rollout-starting-2021-smartphones-tvs-laptops-vr-routers

6 GHz Wi-Fi 6E Worldwide Regulatory Momentum

Expected
This Year

JPN, coL,

TWN, CAN, PER,

MMR, JOR, MEX, CHL,

Progress IND, SAU, CRI, ARG,
Others... | Others... | Others... | Others...

6 GHz Wi-Fi 6E spectrum footprint growth expected 2021-22

WBA — Asia Telecom Summit (Jan-2021) lntel 23



Intel Wi-Fi 6E Videos & Infographics
= Gaming Video

Your new
exclusive VIP
Wi-Fi network

6 GHz

Wi-Fi 6E Only

(click image for video)

= Corporate Video

P

New high-speed Wi-Fi 6E networks
Up to 6x faster speeds’
No legacy Wi-Fiinterference

(click image for video)

Wi-Fi 6E Gaming, Corporate, & Consumer assets planned for intel.com

WBA — Asia Telecom Summit (Jan-2021)

intel.

24


https://intel.sharepoint.com/:v:/s/WSGTeam/EWIFRU_f6ytPg9jj6FHuCGgBqgDMAEnOFmmEnp4b2EmPiQ?e=ZkGkOz
https://intel.sharepoint.com/:v:/s/WSGTeam/Ea0ONIeFEJFEh_HpB6WQXVMBxX5-zlJk01aUC7xsAFlOSw?e=orLVXb

Intel” Killer™ Wi-Fi 6/6E (Gig+)

Best of both worlds (Legacy + New)

More large high-speed channels

6 GHz A

= . Legacy New Nearly
W I Y F I 6 E > ot 6GHz 3x faster
- gaming’s biggest | ! | | | i
Wi-Fi advancement . . . . . Up to
. - 75%

in 20 Years
s— lower

Improved performance & reliability

- L=t : latency?
, No legacy Wi-Fi interference/congestion
- -~ SN
intel __ !
l LLER Intel® Killer™ Networking makes Wi-Fi 6/6E gaming even better Protect your PC investment
The Killer Prioritization Engine detects and prioritizes game traffic. Intel® Killer™ Wi-Fi 6/6E (Glg+)

The Killer Intelligent Engine
auto-detects & switches to intel * Amazing 6 GHz capabilities

faster access points. (when available)

KiLLER
AXISTS o Legacy Intel® Killer™ Wi-Fi 6 (Gig+)

(when needed)

Learn more at
intel.com/wireless

1) Performance varies by use, configuration and other factors. For details on performance claims, learn more at www.Intel.com/Performancelndex (connectivity).
No product or component can be absolutely secure. Your costs and results may vary. Intel technologies may require enabled hardware, software or service activation.

© Intel Corporation. Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries. Other names and brands may be claimed as the property of others.



Wi-Fi 6E

Business Wi-Fi's

in 20 years
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Intel” Wi-Fi 6/6E (Gig+)

Best of both worlds (Legacy + New)

Many large high-speed channels
A

| Legacy

5 GHz

:\|| :\I|

Office Wi-Fi
challenges

YT

* Many Access Points needed
¢ Small channels required
* Speed / capacity limitations

20/40 MHz
channels

1) Performance varies by use, configuration and other factors. For details on performance claims, learn more at www.Intel.com/Performancelndex (connectivity).
No product or component can be absolutely secure. Your costs and results may vary. Intel technologies may require enabled hardware, software or service activation.
© Intel Corporation. Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries. Other names and brands may be claimed as the property of others.

-

New
6GHz

Wi-Fi 6E only

Improved performance & reliability
No legacy Wi-Fi interference/congestion

6 GHz: larger
channels possi

* Up to 6x speeds!
e Ultra-low latency

80/160 MHz
channels

ble

Protect your PC investment
Intel® Wi-Fi 6/6E (Gig+)

Y

L

Learn more at
intel.com/wireless

(when available)

(when needed)

* Amazing 6 GHz capabilities

e Legacy Intel® Wi-Fi 6 (Gig+)

—



Call to Action

JOIN US

Faster / low-latency Wi-Fi 6E will help enable new user capabilities / experiences
Industry opportunity for continued innovation & collaboration

/7
\“‘" THANK YOU!

WBA — Asia Telecom Summit (Jan-2021) lntel 27



Legal Disclaimers

Wireless spectrum channel / road analogy depictions are for illustrative purposes only and may vary.

6 GHz PC Wi-Fi 6E operation requires use of Intel® Wi-Fi 6E (Gig+) products in conjunction with operating systems and routers/APs/Gateways that support Wi-Fi 6E, together with
regional spectrum allocation & required regulatory certifications.

Gaming Infographic

1) “Nearly 3X faster speeds” is based on the IEEE 802.11ax specification. 160 MHz channels and Wi-Fi 6/6E technology advantages enable significantly higher maximum theoretical PC
client speeds vs. standard Wi-Fi 5 (802.111ac) products.

2) “Up to 75% lower latency” is based on the IEEE 802.11ax specification & Intel engineering simulation. 160 MHz channels and Wi-Fi 6/6E technology advantages related to network
managed traffic enable lower latencies, more efficient operation, and higher reliability vs. random contention-based traffic of standard Wi-Fi 5 (802.11ac) networks.

Corporate Infographic

1) “Up to 6X faster speeds” is based on the IEEE 802.11ax specification & legacy 5 GHz vs. new 6GHz Wi-Fi spectrum. With more large channels in 6 GHz, technology advantages of
Wi-Fi 6E networks enable higher maximum theoretical PC client speeds vs. standard 5 GHz Wi-Fi 5 (802.11ac).

Performance varies by use, configuration and other factors. Learn more at www.Intel.com/Performancelndex (connectivity).

Performance results are based on testing as of dates shown in configurations and may not reflect all publicly available updates.

No product or component can be absolutely secure. Your costs and results may vary.

Intel technologies may require enabled hardware, software or service activation.

© Intel Corporation. Intel, the Intel logo, and other Intel marks are trademarks of Intel Corporation or its subsidiaries. Other names and brands may be claimed as the property of others.

WBA — Asia Telecom Summit (Jan-2021) lntel 28
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Bridging the Gap in the 5G Era
Wi-Fi and Cellular

DR. DEREK PETERSON

CTO, BOINGO WIRELESS
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DR. DEREK PETERSON

CTO, BOINGO WIRELESS



https://www.dropbox.com/s/2j7319fqbzddif6/BOINGO_WBA%20Asia%20Telecom%20Summit%20Presentation_1.15.21.mp4?dl=0
https://www.dropbox.com/s/2j7319fqbzddif6/BOINGO_WBA%20Asia%20Telecom%20Summit%20Presentation_1.15.21.mp4?dl=0
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OpenRoaming™: Raising the bar for Wi-Fi privacy

MARK GRAYSON

DISTINGUISHED ENGINEER &
WBA OPENROAMING STANDARDS GROUP CHAIR, CISCO




IIr
CISCO

OpenRoaming
Raising the bar for Wi-Fi privacy

Mark Grayson

Distinguished Engineer and WBA OpenRoaming Standards Group Chair
19 January 2021



Addressing this issue ....

13:46 7 w2 .
€ Settings Wi-Fi
-/ Open Wi-Fi =0

Unsecured Network

13:554 al T ()
{ Settings Wi-Fi

Wi-Fi C @

WPA2 Wi-Fi a =@

Privacy Warning

No Service = 16:38

< Wi-Fi

¥ % 97% )
VodafoneWiFi

13:5614 D )
< Settings Wi-Fi

Wi-Fi " @)

-/ WPAT Wi-Fi s = 0

Weak Security

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

13:56 7 .

<{ Wi-Fi WPA2 Wi-Fi

Privacy Warning

Private Wi-Fi address is turned off for
this network.

Using a private address helps reduce
tracking of your iPhone across different Wi-
Fi networks.

0))
i

Privacy Warning

When you connect to a carrier hotspot,
your mobile subscriber identity will be
exposed in some cases.

Disable auto-join to stop automatically
using this network.




Cellular Roaming: Exposing your ID Home

Network

Roaming agreement prohibits
sending of “roaming customer
targeted communications” unless
authorized by home network

Update Location
IMSI/TMSI

Insert Subscriber Data

IMSI, MISISDN, Forwarding
Numbers, Call Barring Information,
APN Information, ..

Restrictions on use of Personal
Identifiable Information for any other
purposes is not standardized

© 2020 Cisco and/or its affiliates. All rights reserved. Cisco Confidential

No Service = 16:38 < % 97% )
< Wi-Fi VodafoneWiFi When you connect to any
cellular network, your mobile

Privacy Warning subscriber Identlty &
When you connect to a carrier hotspot, telephone number will
your mobile subscriber identity will be
exposed in some cases. always be exposed to the
Disable auto-join to stop automatically visited network!
using this network.




Home
Network

OpenRoaming: Keeping you anonymous

EAP-Response/ldentity
anonymous@home-network

EAP-Method
OpenRoaming baseline privacy policy m
restricts the use of all subscriber

Personal Identifiable Information for _
Srevision o ths servie Chargeable-User-ldentity: an
troubleshooting and compliance with opaque string/identifier
the law.

Visited network is prohibited from _
selling, renting, releasing, disclosing, When you connect to any Open Roam|ng network, the

any PII. use of your Pll is always protected




OpenRoaming
No issue with MAC Randomization

Conventional Wi-Fi

] ey G ) 5

Visited No guarantee of user identifier Home

Randomized MAC Address Network Netmarh

OpenRoaming Wi-Fi

|| ¢z

Randomized MAC Address

Visited Mandatory Chargeable User Home
Network |ldentity as user identifier Network
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The OpenRoaming Legal Framework

BROADBAND ALLIANCE

c‘igmeLEss

000 https://openroaming.org

Home Groups ~ WBA Members Meetings ~ InfoCentre

WBA OpenRoaming
Baseline Agreements

@)
g
@
S
>
o
O
3
S
da
>
da
9
)
@
3
)
>
(n
(_Di
3
=2
Q
—t
(D
wn

1
1
m

(1]

End-User WBA-Broker Broker-IDP Broker-ANP
Ts and Cs Agreement Agreement Agreement




Transparent Policy on Optional Permanent ID Use

Roaming Consortium Ol Based Policy

BA-A2-D0-xx- ttlement-free

\‘?'I Visited Network | 2A-03-BA-xx- ttled-access .8_ Home Network
e = w= Identity Provider

RCOls configured in
WLAN

RCOls provisioned in
Passpoint Profile

B7 B6 B5 B4 B3 B2 Bl BO B7 B6 B5 B4
Rsvd QoS PID ID-Type Reserved —set to O
My Wi-Fi deployment My users have consented to exchange of

requiresa’permanent’ D" their permanent ID



WBA IMSI Privacy — Blocking Honey Pot Threats

\ / Honey Pot
\ =
coma  Network
EAP-Response/Identity EAP-Response/ldentity

ID = pseudonym@realm ID = anonymous@realm

EAP-Request/AKA-Identity EAP-Request/AKA-Identity

AT _FULL AUTH_ID REQ AT _FULL AUTH_ID _REQ

EAP-Response/AKA-ldentity ‘ EAP-Response/AKA-ldentity
waw

AT _IDENTITY = IMSI IMSI encrypted with private key

IMSI
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Key Takeaways

- OpenRoaming delivers simple, secure, seamless and scalable Wi-Fi onboarding where
users are anonymous by default

1.  Unlike cellular roaming, all access and identity providers have to sign up to the
WBA Baseline Privacy Policy — constrains the use of Pll for for provision of the
service, troubleshooting and compliance with the law

2. Futureproof capability avoids impact of MAC address randomization on legacy
systems

3. Transparent policies do enable deployment scenarios where permanent identities
are exchanged

4. Privacy gaps in EAP-SIM/AKA are being addressed by WBA and the industry

OpenRoaming, plus MAC randomization, plus IMSI privacy — setting the new
benchmark for wireless privacy
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Competition and regulation in Wi-Fi 2021

NIMISHA TAYLOR

COMPETITION AND REGULATION SPECIALIST
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ASIA TELECOM SUMMIT 2021



Spectrum
Management

REGULATORY LANDSCAPE IS CHANGING

Data
Management

Customers ﬁ? Business

DG\, 7
m Data Analytics

Data policies and regulations

NTailor



DATA POLICIES AND REGULATIONS

Cybersecurity

e Ensures IT systems
protect the data

Competition Law ! Data privacy

* Prevents misuse of : B ¢ Protects personal data
data for anti-

competitive harm

Consumer Protection

e Prevents businesses from
providing misleading data

NTailor
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Competition and regulation in Wi-Fi 2021

NIMISHA TAYLOR

COMPETITION AND REGULATION SPECIALIST



WIRELESS GLOBAL
q CONGRESS

WIRELESS BROADBAND ALLIANCE

Closing

TIAGO RODRIGUES

CEO, WIRELESS BROADBAND ALLIANCE
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\ t\ BROADBAND ALLIANCE
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WI-FI CONNECTS THE WORLD

Creating new possibilities in a virtual society

Thank you to our sponsors
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www.wirelessglobalcongress.com | #WGC | #wifirevolution | #lovewifi | #openroaming




WIRELESS GLOBAL
q CONGRESS

WIRELESS BROADBAND ALLIANCE

THANKS FOR ATTENDING

Next event;

January 27t — OpenRoaming : Transforming Public & Guest Wi-Fi

Register: https://wballiance.com/asia-telecom-summit/

www.wirelessglobalcongress.com | #WGC | #wifirevolution | #lovewifi | #openroaming



